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SKRACENICE

Al Artificial intelligence

ANPR Automatic Number Plate Recognition

BIH Bosna i Hercegovina

CG Crna Gora

CGNAT Carrier-Grade Network Address Translation (Mrezna tehnologija za deljenje
IP adresa medu viSe korisnika)

VPN Virtual Private Network (Virtuelna privatna mreza)

EU Evropska unija

EUROPOL European Union Agency for Law Enforcement Cooperation (Evropska

policijska agencija)
EUROJUST European Union Agency for Criminal Justice Cooperation (Evropska
pravosudna saradnja)

IOM Medunarodna organizacija za migracije

JIT Joint investigatioin team

MARRI Migration, Asylum, Refugees Regional Initiative (Regionalna inicijativa za
migracije, azil i izbeglice — Zapadni Balkan)

OCD Organizacije civilnog drustva

OKG Organizovane kriminalne grupe

OTF Open Technology Fund (Fondacija koja podrzava tehnologije otvorenog
koda za digitalna prava i slobode)

OSINT Open Source Intelligence (obavestajne informacije iz otvorenih izvora)
RJT Republi¢ko javno tuzilastvo

RNM Republika Severna Makedonija

SIENA Secure Information Exchange Network Application: Bezbedna platforma za
razmenu informacija medu agencijama za sprovodenje zakona u EU.

SELEC Southeast European Law Enforcement Center (Centar za sprovodenje
zakona jugoisto¢ne Evrope)

UNTOC United Nations Convention against Transnational Organized Crime
(Konvencija Ujedinjenih nacija protiv transnacionalnog organizovanog kriminala)
UNODC United Nations Office on Drugs and Crime (Kancelarija UN za drogu i
kriminal)

UNHCR United Nations High Commissioner for Refugees (Visoki komesarijat UN za
izbeglice)

UsSDT Tether (Stabilna kriptovaluta &ija je vrednost vezana za americki dolar)
GPS Global Positioning System (Globalni sistem za pozicioniranje)
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Metodologija

Ovaj dokument predstavlja rezultat regionalnog istrazivanja sprovedenog u okviru projekta
realizovanog u Srbiji, Bosni i Hercegovini i Crnoj Gori u periodu od aprila 2024. do juna 2025.
godine. Cilj istrazivanja bio je da se ispita veza izmedu upotrebe informaciono-komunikacionih
tehnologija (IKT) u kontekstu krijum€arenja migranata i normativnog i institucionalnog
odgovora drZava potpisnica Konvencije o visokotehnoloSkom kriminalu, kao i njihove obaveze
proistekle iz Protokola protiv krijum¢&arenja migranata.

Istrazivanje je sprovedeno u dve faze. Prva faza bila je usmerena na terensko prikupljanje
podataka, koje je uklju€ivalo polustrukturisane intervjue sa migrantima, predstavnicima
organizacija civilnog drustva, kao i prikupljanje podataka putem online upitnika. Terenski rad
se odvijao u razli¢itim kontekstima, ukljuujuc¢i privremene prihvatne centre, mesta
informisanja i podrSke migrantima, kao i online platforme. U radu su primenjeni principi
poverljivosti, dobrovoljnosti i zastite podataka o li¢nosti, uz puno postovanje etickih standarda
u istrazivanju ranjivin grupa. Upitnici i intervjui bili su zasnovani na analititkom okviru
definisanom u dokumentu Methodology for National Inputs on the Modalities of the Use of
High Technology (‘ICT’) by Organized Criminal Groups and the Risks to which Migrants are
Exposed, razvijenom u konsultaciji sa ekspertima iz oblasti krivicnog prava, bezbednosti,
sajber-kriminala i ljudskih prava.

Istrazivacki tim je dokumentovao obrasce koris¢enja digitalnih alata od strane krijumd¢arskih
mreZa, nacin donosenja odluka od strane migranata, ranjivosti kojima su izloZeni, kao i kanale
komunikacije izmedu migranata i nadleznih organa. Tokom terenskog istrazivanja, prikupljene
su informacije i kroz sastanke sa nadleznim institucijama i u¢e$ée na stru¢nim forumima.
Prikupljene informacije objedninjene su u nacionalne izvestaje koji su predstavljali osnov za
izradu ovog dokumenta.

Na osnovu informacija prikupljenih tokom prve faze razvijena je metodologija za analizu
pravnog okvira, sa ciliem da se ispita odnos obaveza drZzave potpisnice Konvencije o
visokotehnoloSkom kriminalu sa pravnim okvirom suzbijanja krijumcarenja migranata-druga
faza. U drugoj fazi sprovedena je komparativna analiza pravnog okvira u sve tri zemlje,
fokusirana na uskladenost nacionalnih zakona sa odredbama Protokola i Konvencije. U ovoj
fazi sprovedeni su i dodatni intervjui sa istraznim organima, tuzilastvima, policijskim organima
i drugim relevantnim akterima od znacaja za zastitu prava migranata koji su bili predmet
krijumcarenja, uklju€ujuci i nezavisna tela za zastitu ljudskih prava.

Osnovni zadatak ovog rada jeste da omogudéi dublje razumevanje sve izrazenije povezanosti
izmedu visoko tehnoloSkog kriminala i krijumc€arenja migranata. Rad nastoji da objedini i
sistematizuje operativne podatke o konkretnim radnjama koje krijumc&ari preduzimaju uz
oslanjanje na digitalne tehnologije, pri ¢emu se posebno analizira da li i u kojoj meri te radnje
potpadaju pod zakonske kvalifikacije iz oblasti visokotehnoloskog kriminala. Na osnovu ove
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analize, cilj je da se identifikuju praznine i neuskladenosti u vaze¢éem zakonodavstvu i da se
ukaze na potrebu za uvodenjem specifiCnih kvalifikacija koje bi omogucile bolju identifikaciju,
dokazivanje i sankcionisanje digitalno facilitiranih oblika krijumcarenja.

U tom smislu, smatramo da ¢e ovaj analiticki pokuSaj doprineti dubljem razumevanju
kompleksnosti problema, kao i pruziti relevantne uvide koji mogu biti od znacaja donosiocima
odluka u procesu oblikovanja, razvoja i unapredenja stratedkih i normativnih odgovora u ovoj
oblasti. Dodatno, ovakva vrsta istrazivanja i rad ana terenu, pruza i direktan uvid u opseg
informacija kojima raspolazu organizacije civilnog drustva a koje mogu biti od znacaja i za
aspekt operativnog rada i istraga nadleznih drZzavnih organa.

Efikasan i odrziv sistem za suzbijanje krijumc&arenja migranata mora se temeljiti na doslednoj
primeni medunarodnih standarda, pre svega onih sadrzanih u Protokolu protiv krijum¢arenja
migranata kopnom, morem i vazduhom. U tom kontekstu, ovaj rad pruza pregled trenutnog
stanja uskladenosti domaceg zakonodavnog i institucionalnog okvira sa odredbama
Protokola, ne samo u pogledu inkriminacije i kriviénopravnog odgovora, ve¢ i u domenu drugih
klju€nih obaveza koje drzave preuzimaiju ratifikacijom ovog instrumenta.
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| Uvod - Povezanost sajber kriminala i krijumcarenja migranata

Savremeni  oblici krijum&arenja migranata sve CeSCe poprima karakteristike
visokotehnoloskog kriminala. Krijum¢arenje u digitalnoj eri viSe nije ograni¢eno na fizicki
prevoz osoba preko granica — ono se razvilo u kompleksnu, transnacionalnu operaciju visoke
tehnicke i logistiCke sofisticiranosti, u kojoj sajber prostor igra sustinsku, a ne pomoc¢nu ulogu.
Prema izvestajima Frontex-a i Europola, krijum&arske mreze koje deluju na Zapadnom
Balkanu u sve vecoj meri oslanjaju se na digitalne alate kako bi organizovale, koordinisale i
prikrile svoje aktivnosti®.

U ovom izvestaju analiziran je nacin i obim upotrebe digitalnih tehnologija u facilitiranju
iregularnih migracija, na osnovu terenskog istrazivanja i kvalitativnih podataka prikupljenih u
Srbiji, Bosni i Hercegovini i Crnoj Gori.

Skoro sve faze krijum€arenja — od inicijalnog kontakta sa migrantima, preko logistike,
komunikacije i transfera, pa do pla¢anja i verifikacije izvrSenih ,usluga“ — danas se odvijaju, u
vecoj ili manjoj meri, u digitalnom prostoru. Regrutacija migranata (odnosno privlacenje
migranata kao klijenata usluge krijumcarenja) pocinje putem drustvenih mreza kao $to su
Facebook, TikTok i Instagram, gde krijum&ari postavljaju oglase putem kojih ‘reklamiraju’ svoje
usluge, nudedéi ,sigurne i brze® rute ka Evropskoj uniji. Neretko ciljana komunikacija na
maternjem jeziku migranata, podrzana vizualnim materijalima (fotografije, video snimci
uspesnih prelazaka granica), ima za cilj da stvori poverenje i potvrdi ,profesionalnost"
krijum¢&ara. Nakon inicijalnog kontakta, komunikacija se prebacuje na zatvorene i Sifrovane
kanale u okviru WhatsApp, Telegram i Signal. Na ovim platformama se razmenijuju klju¢ne
logisticke informacije: koordinate mesta preuzimanja i predaje, identiteti posrednika, detalji
o vozilima i instrukcije za izbegavanje kontrola. Prema informacijama sa terena, neretko se
deSava da posredstvom odgovarajucih aplikacija za navigaciju organizator iz inostranstva
(npr. Egipat) ima uvid u tacnu lokaciju migranata u zemljama tranzita.? Putem mobilnih
aplikacija vozaci primaju koordinate lokacija za preuzimanje migranata u trenutku kada se
uvere da ih policija ne prati. U pojedinim slu€ajevima zabelezena je upotreba zvanicnih online
kamera sa grani¢nih prelaza za odabir ,slabije kontrolisanih® prelaza. Upotreba pseudonima,
samouniStavajuéih poruka, kao i funkcionalnosti za deljenje lokacije u realnom vremenu
omogucava visok stepen operativne fleksibilnosti i anonimnosti. U okviru istih komunikacionih
kanala, krijum¢ari dele fotografije i snimke migranata kao dokaz uspe$no izvréene ,usluge®,
koji se Salju organizatorima radi odobravanja isplate. Ti snimci esto prikazuju migrante kako
izlaze iz vozila, izgovaraju svoje ime i drzavu dolaska ili stoje ispred prepoznatljivih objekata,
a osim kao dokaz, koriste se i kao ,reklamni materijal“ na drustvenim mrezama za privlaenje

! Frontex & Europol (2021), “Digitalisation of migrant smuggling: Digital tools and apps enabling facilitation”, Council

doc. 12353/21, 29 September 2021, dostupno na: https://www.statewatch.org/media/2870/eu-frontex-europol-

digitalisation-migrant-smuggling-report-12353-21.pdf .
2 Nacionalni input-Bosna i Hercegovina.
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novih klijenata. Od posebne vaznosti je uloga digitalnog prostora u izvrSenju finansijskih
transakcija. U porukama i fotografijama koje se razmenjuju unutar zatvorenih grupa ¢esto se
pojavljuju kodovi za isplatu preko Hawala sistema, tradicionalnog, ali teSko pratljivog oblika
finansijskog transfera, kao i informacije o placanju putem kriptovaluta kao Sto su Bitcoin i
Tether. lako upotreba digitalnih valuta trenutno jo$ nije dominantna, percepcija rasta njihove
upotrebe kao sredstva pla¢anja medu krijumcarima je jasna. Njihova decentralizovana priroda
omogucava da se transakcije odvijaju van institucionalnog nadzora i bez ostavljanja
regulatornih tragova, $to znacajno otezava pracenje tokova novca i identifikaciju aktera u
pozadini.

Ovakva struktura digitalne komunikacije predstavlja ozbiljan izazov za istrazne organe iz viSe
razloga. Prvo, end-to-end enkripcija onemogucava pasivno presretanje komunikacije ¢ak i
uz zakonski osnov, $to istrazitelje stavlja u poziciju da se oslanjaju na fizicko pracenje
komunikacije (npr. uredaji u vozilima) ili forenzi¢ku obradu zaplenjenih uredaja — metode koje
su tehnicki zahtevne, skupe i vremenski ograni¢ene. Drugo, samounistavajuc¢e poruke briSu
dokaze pre nego $to ih je moguce saCuvati, dok virtualni brojevi i lazni nalozi dodatno
zamagljuju identitet u€esnika. TrecCe, €ak i u slu€ajevima kada je komunikacija delimi¢no
rekonstruisana, decentralizovana i horizontalna struktura krijumé€arskih mreza oteZava
identifikaciju uloga i hijerarhije — bez jasnih tragova koji bi povezivali izvrSioce sa
organizatorima. U mnogim slu€ajevima, osobe koje fizi¢ki obavljaju prevoz migranata (npr.
vozadi ili vodi¢i za prelazak zelene granice) nemaju direktan kontakt sa organizatorima i
dobijaju instrukcije posredno, esto ne znajuéi identitet narucioca. Posledi¢no, i kada se jedno
lice identifikuje, pravno je i tehniCki teSko dokazati njegovu integrisanost u Siru kriminalnu
strukturu. Osim toga, kojimabrza dinamika digitalne komunikacije, moguc¢nost upotrebe
viSe uredaja i naloga, kao i €injenica da mnogi operateri deluju iz inostranstva (iz zemalja sa
kojima se ostvaruje saradniji u krivicnim stvarima), dodatno fragmentisSu tokove informacija i
slabe efikasnost tradicionalnih istraznih metoda. Time digitalna infrastruktura ne samo da
omogucava krijumcarenje, ve¢ aktivno destabilizuje pravne i tehnicke osnove za njegovo
suzbijanje.

Zabelezeni su i sluCajevi zloupotrebe tehnologije u svrhu iznude, kada su migranti, umesto
da budu prevezeni do Zeljene destinacije, kidnapovani, zlostavljani i snimani. Ti snimci se 3alju
porodicama migranata putem digitalnih aplikacija, uz pretnje i zahtev za otkup. Ove metode
potvrduju ne samo brutalnost, vec¢ i visoku sofisticiranost digitalnog kriminalnog miljea koji stoji
iza krijumcarenja ljudi. Dodatno, Cinjenica da se aktivnosti facilitiranja iregularnih migracija u
znacajnoj meri prepli¢u sa krivicnim delima visokotehnolo$kog kriminala dodatno usloZnjava
situaciju. UoCeni su npr. sluajevi da krijumcari koriste digitalne alate za manipulacije
dokumentima — ukljuCujuéi izmenu e-viza, biometrijskih paso$a i dokumenata o boravku —
kao i kreiranje laznih internet stranica koje imitiraju zvani¢ne servise za migracije, vizni
rezim iliradne dozvole, s ciljem obmane migranata i sticanja finansijske koristi. Ove kriminalne
prakse potvrduju da krijumcarenje migranata sve viSe funkcioniSe kao slozena digitalna
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operacija, u kojoj su tradicionalne migracione rute i fiziCke aktivnosti nadopunjene — i Cesto
zamenjene — sofisticiranim sajber komponentama. lako postoje zakonski temelji za suzbijanje
visokotehnoloskog kriminala, veza izmedu digitalnog kriminaliteta i krijumcéarenja
migranata i dalje je nedovoljno istrazena i sistemski nedovoljno utemeljena , Sto
onemogucava efikasan institucionalni odgovor i dugoro¢no destabilizuje borbu protiv ovog
oblika organizovanog kriminala. Zbog toga, borba protiv krijumcarenja migranata mora ukljuciti
interdisciplinarni i integrisani pristup, koji kombinuje kriminalisticku, sajber-bezbednosnu i
forenziCku ekspertizu, kao i medunarodnu saradnju. Potrebno je dodatno istraziti veze izmedu
sajber kriminala i krijum€arenja, osnaziti kapacitete za digitalne istrage i unaprediti
zakonodavni okvir kako bi odgovorio na kompleksne izazove koje ovaj vid kriminaliteta
postavlja pred savremene drzave.

Il Obaveze drzava prema Konvenciji o visokotehnoloSkom kriminalu

Konvencija o visokotehnoloSkom kriminalu Saveta Evrope, poznata i kao BudimpeStanska
konvencija3, predstavlja prvi i najznacajniji medunarodnopravni instrument usmeren na borbu
protiv kriminala poc€injenog upotrebom informacionih i komunikacionih tehnologija. Usvojena
2001. godine, Konvencija ima viSestruki cilj; da harmonizuje materijalno kriviéno
zakonodavstvo u oblasti sajber kriminala medu drzavama potpisnicama, omogudi efikasne i
proporcionalne procesne mehanizme za prikupljanje i o€uvanje elektronskih dokaza, te da
uspostavi funkcionalan okvir za brzu i pouzdanu medunarodnu saradnju u cilju suzbijanja i
procesuiranja visokotehnoloSkog kriminala.

Konvencija postavlja sveobuhvatan set normi i standarda, koji obavezuju drzave potpisnice
da uspostave zakonodavni, institucionalni i tehnicki okvir za identifikaciju, prevenciju i gonjenje
drustveno Stetnih ponaSanja u digitalnom prostoru. Osim Sto obuhvata materijalnopravne
odredbe koje definiSu konkretna sajber krivicna dela, Konvencija se odlikuje i razvijenim
skupom procesnih instrumenata koji omogucavaju nadleznim organima da primene
savremene istrazne metode, ukljuCujuci:

e Hitno oCuvanje pohranjenih podataka,

e Hitno ¢uvanje i delimi¢no otkrivanje saobraéajnih podataka,
¢ Nalog za dostavljanje podataka,

e Pretresanje i oduzimanje elektronskih podataka,

e Prikupljanje podataka u realnom vremenu,

o Presretanje podataka koji se odnose na sadrzaj.

3 Konvencija o sajber kriminalu Saveta Evrope (Budimpes$tanska konvencija), usvojena 23. novembra 2001. godine,
stupila na snagu 1. jula 2004. godine. Tekst Konvencije dostupan na: https://www.coe.int/en/web/conventions/full-
list/-/conventions/treaty/185 .
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Vazno je istaéi da je Budimpestanska konvencija jedini globalno prihvaéen i pravno
obavezujuéi instrument u ovoj oblasti koji nudi konkretne, upotrebljive i praktiCne alate
drzavnim organima (tuzilastvima, policiji, sudovima), kao i drugim relevantnim akterima —
ukljuCuju¢i specijalizovane tehnicke timove i institucije — u cilju izgradnje efikasnog
medunarodnog mehanizma za suzbijanje sajber kriminala.

Konvencija inkriminiSe devet osnovnih oblika sajber kriminala:

— Nezakonit pristup (“hacking”), ¢lan 2;

— Nezakonito presretanje (prisluskivanje podataka/komunikacija), ¢lan 3;

— Ometanje podataka (data interference), ¢lan 4;

— Ometanje sistema (system interference, DDoS i sl.), ¢lan 5;

— Zloupotreba uredaja (malware, password crackeri, ,dual use“ alati), ¢lan 6;

— Racunarsko falsifikovanje (computer-related forgery), ¢lan 7;

— Prevara u vezi sa raCunarima (computer-related fraud), ¢lan 8;

— Delau vezi sa decijom pornografijom (posedovanje, distribucija, olak§avanije pristupa),

¢lan 9;

— Dela u vezi sa krSenjem autorskih i srodnih prava (digitalna piraterija), ¢lan 10.
Osim osnovnih oblika izvrSenja, Konvencija obavezuje drzave potpisnice da kriminalizuju i
poku$aj, pomaganje, podstrekavanije i transnacionalne oblike izvr§enja navedenih dela (¢lan
11). Pored materijalnog prava, Konvencija detaljno ureduje procesne aspekte (Odeljak I, €l.
14-21), kao i medunarodne mehanizme saradnje (Glava lll, ¢l. 23—-35). Njene procesne norme
se, iako vezane primarno za sajber kriminal, mogu primeniti i na druga krivicna dela kada su
ona pocinjena uz upotrebu digitalnih sredstava, ili kada je za njihovo dokazivanje potreban
elektronski dokaz. Time Konvencija zadobija Siri znacaj i van okvira ,klasi¢nih® sajber krivi¢nih
dela.

U tom kontekstu, posebno je znacajna u analizi fenomena krijum¢&arenja migranata. Naime,
detaljnom analizom radnji izvrSenja krijumcarenja migranata u praksi, uoCava se da mnoge
faze ovog krivicnog fenomena ukljuéuju elemente sajber kriminala — od organizacije i
interne komunikacije, preko upotrebe Sifrovanih aplikacija, falsifikovanja digitalnih
dokumenata, upotrebe laznih veb-stranica i manipulacije digitalnim tragovima, pa sve
do transfera sredstava putem decentralizovanih sistema kao $to su kriptovalute. U tom
smislu, krijum€arenje migranata moze obuhvatati i konkretne radnje koje bi se mogle
kvalifikovati (uz ispunjenje i ostalih elemenata bi¢a krivicnog dela) kao krivicna dela
predvidena Budimpestanskom konvencijom, kao $to su: raCunalna prevara, falsifikovanje,
ometanje podataka, upotreba nedozvoljenih uredaja i drugo.

Stoga se namece potreba za integrisanim pristupom koji povezuje borbu protiv sajber
kriminala sa politikama suzbijanja krijumcarenja migranata, kako bi se efikasnije odgovorilo
na kompleksnost i digitalizaciju savremenih kriminalnih obrazaca. U nastavku je prikazan
komparativni pregled tih veza:
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rasporedima,
Cime se stvara
prednost za

krijumcarenje.
Npr., slucajevi
gdje

falsifikatori viza
koriste
procurele
Sablone iz
ambasadskih
sistema; ili npr.
Pribavljanje
informacija o
granicama i
migracionim
kontrolama
pristupom u
drzavne

Opis Veza sa | Clan Srbija (KZ) Crna Gora | BiH (KZ)
radnje* krijuméarenje | Konvencije (KZ)

m migranata
Nezakonit | U kontekstu | Clan 2. Neovlascen Neovlasée | Neovlasceni
ulazak u | krijumc¢arenja pristup n  pristup | pristup
racunske migranata, zasticenom raGunarski | zasticenom
sisteme ili | hakeri (ili racunaru, m sustavu i
baze Clanovi OKG) racunarskoj sistemima | mreZi
podataka | mogu pristupiti mrezi (€1.353) elektronske
bez bazama koje elektronskoj obrade
autorizacij | sadrze obradi podataka
e informacije o podataka (¢lan 397)

graniénim (Clan 302)

kontrolama,

viznim

rezimima ili

policijskim

4 Radnje opisane u ovoj tabeli predstavljaju aktivnosti identifikovane tokom desk istrazivanja sprovedenog u Srbiji,
Bosni i Hercegovini i Crnoj Gori, a odnose se na postupke krijumcarskih mreza u procesu facilitiranja iregularnih
migracija koji ukljucuju, ili se oslanjaju na, digitalne tehnologije.
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sistema
evidencije.
Koriséenje | Krijumcari Clan 6* Pravljenje, Zloupotreb |/
softvera za | koriste VPN nabavljanje i | a uredaja i
menjanje servise, davanje programa
IP adrese | enkripciju (npr. | *Koris¢enje drugom (Cl. 354)
(VPN, Tor) | PGP), i| VPN | Tor | sredstava za
preglednike servisa samo | izvrSenje
koji po sebi nije | krivicnih dela
omogucavaju kriviéno delo. | protiv
anonimnost Medutim, bezbednosti
(npr. Tor) kako | ukoliko se | raCunarskih
bi komunicirali, | distribuisu ili | podataka
planirali rute i | koriste sa | (Clan 304a)
prikerili IP | ciliem
adrese. Takvi | izvrSenja
alati Cesto | krivicnih dela
dolaze s | predvidenih
tutorijalima na | Konvencijom
Telegram (npr.
grupama, $to | neovlaScen
olakSava i | pristup
nestru¢nim sistemima),
korisnicima da | mogu
se ukljuée u | predstavijati
ilegalne mreze. | osnov za
primenu
Clana 6.
Digitalna Digitalno Clan 7. Falsifikovanje | Falsifikova | Krivotvorenje
manipulaci | falsifikovanje isprave nje isprave | isprave (Clan
ja dokumenata (Clanovi 355i | (Clan. 412 i | 373 i 374)
dokumenti | koris¢enjem 356) 413),
ma ° — | softverskih Pravljenje,
poput alata za nabavljanje

5 U jednoj akciji Europola iz 2020. godine protiv kriminalne grupe koja je delovala u Grékoj, Italiji i Spaniji,
identifikovano je da je grupa koristila Photoshop i sli¢ne alate za menjanje biometrijskih podataka i kreiranje laznih
viza i boravinih dozvola. Cilj je bio da migranti izgledaju kao legalni putnici prilikom ulaska u Sengenski prostor. Izvor:
Europol, "Criminal network dismantled for producing fake documents for irregular migrants”, Europol press release,
2020
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skeniranja | manipulaciju i davanje
i izmjene | .pdf ili .jpeg drugom
(falsifikova | datoteka. sredstava i
nje) Ovakvi materijala
biometrijsk | falsifikovani za
ih paso$a, | dokumenti falsifikovanj
e-viza ili | koriste se kako e
dokumena | bi se (€l
ta 0 | migrantima 262)
priviemen | omogucio
om pristup
boravku teritorijama/bor
avak na
teritorijama u
koje inace ne bi
mogli legalno
da udu.
Koriséenju | Koris¢enje Clan 5.* Racunarska | Ometanje Racunalna
self- "wipe tools" i sabotaza raCunarsko | sabotaza
destructing | aplikacija sa | * lako | (Clan 299) * | g sistema | (Clan 398) *
messaging | samounistavaj | koris¢enje (¢l. 350) *
aplikacija u | u¢im ovih alata nije | *ukoliko  je *ukoliko  je
krijumcars | porukama, nuzno usmerena na | *za usmerena na
kim koje krivicno delo | onemogucav | postojanje | onemogucav
mrezama | omogucavaju samo po | anje, osnovnog anje,
(od strane | automatsko sebi, ukoliko | otezavanje ili | oblika nije | oteZavanje ili
krijumcara | brisanje se koriste sa | ometanje nuzno da je | ometanje
ili  samih | sadrzaja ili | namerom da | postupka sistem ili | postupka
migranata | metapodataka | ometaju elektronske podatak od | elektronske
instruisaim | komunikacije, | istragu ili | obrade znacCaja za | obrade
od strane | takode je | uniste podataka koji | drzavne podataka koji
krijum€ara | primeéeno u | podatke od | suodznaCaja | organe — | su od znaclaja
).8 kontekstu znacaja za | za nadlezne | dovoljino je | za nadlezne
krijumCarenja | krivicni organe. da  bude | organe.
migranata. postupak, ometen ili | +
Ove radnje | takva ucinjen time je
imaju za cilj | ponaSanja neupotreblji | prouzrokovan
uklanjanje mogu se vim bilo koji | a Steta u

5 Frontex, Europol, "Digitalisation of migrant smuggling”, 2021.
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Civic Alliance - Aleanca qytetare

digitalnih podvesti pod raCunarski | iznosu vecem
tragova i | Clan 5 sistem ili | od 500.00
potencijalnih Budimpestan podaci u | KM
dokaza o | ske njemu, §to
ilegalnim konvencije ovu normu
aktivnostima i | (ometanje Cini
predstavljaju sistema), primenljivo
izazov za | narocito kada m i u
istrazne je re¢ o kontekstu
organe. automatizova krijumcaren
nom brisanju Ja
podataka iz migranata
digitalnog kada se
okruZenja. uni$tavaju
ili brisu
podaci sa
uredaja
Clanova
mreZe.
Prevare na | Krijumcari Clan 8* Racunarska | Racunarsk | Racunalna
internetu. | postavljaju *Ovakvo prevara (Clan | a prevara | prijevara
Koristenje | lazne web | ponaSanje 301) (¢lan 352), | (395)
racunarski | stranice koje | moze
h sistema | nude usluge | predstavijati
za sticanje | legalne radnju  koja
protivprav | migracije ili | odgovara
ne koristi. | azila. Te | inkriminaciji
stranice Cesto | iz ¢lana 8
kopiraju izgled | Budimpestan
zvaniénih ske
agencija kako | konvencije —
bi raCunarska
obmanuli prevara -
migrante i | ukoliko Je
izvukli novac u | prevarno
zamenu za | postupanje
nepostojeée izvr§eno
usluge, poput | upotrebom
racunarskog
SMART Institute
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Civic Alliance - Aleanca qytetare

viza ili dozvola
boravka.

sistema radi
pribavljanja
protivpravne
imovinske
Kkoristi.

Upotreba
kriptovalut
a i Hawala
sistema

Prikrivanje
novcanih
tokova

Sama
upotreba
kriptovaluta i
Hawala

Racunarska
prevara (Clan
301), Pranje
novca (Clan

Racunarsk

a prevara

(Clan 352),
Pranje

Clan 395. —
Racunalna
prijevara,
Clan 272. -

sistema
predstavlja 268),
krivicno delo posebni
iz propisi o
Budimpestan spreCavan;
ske u pranja
konvencije, novca i
ali mozZe biti finansiranja
deo Sireg terirozma
obrasca koji
ukljucuje
inkriminisane
radnje,
posebno ako
se koristi u
kombinaciji
sa alatima za
prikrivanje,
manipulaciju
podacima ili
prevare.

ne | 245) novca (€l. | Pranje novca

I1l Pravni okvir suzbijanja krijum¢&arenja migranata

1. Protokol protiv krijumcarenja migranata kopnom, morem i vazduhom

Najznacajniji medunarodnopravni instrumenti koji ureduju oblast suzbijanja krijum¢&arenja
migranata, a koje su ratifikovale Srbija, Bosna i Hercegovina i Crna Gora, jesu Konvencija
Ujedinjenih nacija protiv transnacionalnog organizovanog kriminala (UNTOC) i Protokol protiv
krijumcarenja migranata kopnom, morem i vazduhom. Dok Konvencija uspostavlja opSte mere
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u borbi protiv transnacionalnog organizovanog kriminala, Protokol detaljnije reguliSe ovaj oblik
kriminala u oblasti krijum¢&arenja migranata. Zajedno, ovi instrumenti omoguc¢avaju drzavama
da na sveobuhvatan nacin odgovore na pojavu krijum¢arenja migranata, sto je od posebnog
znacaja imajuci u vidu da krijumcarenje Cesto ima prekogranicni karakter i da je Cesto
povezano sa drugim oblicima nezakonitih aktivnosti, poput trgovine ljudima, oruzjem, drogom
ili pranjem novca. Cilj Protokola je ,spre€avanje i suzbijanje krijum¢&arenja migranata, kao i
podsticanje saradnje medu drzavama c¢lanicama u te svrhe, uz istovremenu zastitu prava
krijumé&arenih migranata“.

Kriminalizacija
U skladu sa ¢lanom 6. Protokola, drzave su obavezne da kriminalizuju sledece radnje, kada

su one izvrSene radi sticanja finansijske ili druge materijalne koristi:

¢ Krijuméarenje migranata: Sto podrazumeva ,omogucavanje, radi neposrednog ili
posrednog sticanja finansijske ili druge materijalne koristi, nezakonitog ulaska lica u
drzavu €lanicu Protokola Ciji to lice nije drzavljanin niti lice sa stalnim boravkom®.
Nezakonit ulazak se definiSe kao ,prelazak granice bez ispunjavanja zakonskih uslova
za ulazak u zemlju prijema“.(Clan 6, 1(a))

« Omogucavanje nezakonitog boravka: omogucavanje licu koje nije drzavljanin ili
stalni rezident da ostane u drzavi, a da ne ispunjava zakonom propisane uslove za
boravak. (Clan 6,1(c))

+ Radnje usmerene na olakSavanje krijumé&arenja migranata, koje ukljucuju:
1. proizvodnju laznih putnih ili identifikacionih dokumenata; (¢lan 6, 1(b)(i))
2. pribavljanje, obezbedivanje ili posedovanje takvih dokumenata; (¢lan 6,1(b)(ii))

3. organizovanje ili upucivanje drugih da izvrSe neko od navedenih dela. (¢lan
6,2(c))

Nije neophodno da je delo dovrseno kako bi postojala krivicna odgovornost. Prema ¢lanu 6,
stav 2(a) Protokola, pokusaj izvrSenja bilo kojeg od ovih krivi€nih dela takode se smatra
krivicnim delom.

Takode, Protokol obavezuje drzave da kriminalizuju i:

e Organizovanje ili upucéivanje drugih na izvrSenje dela krijum¢arenja migranata ili
povezanih radnji (Clan 6, stav 2, ta¢ka c);

e Pokusaj izvr§enja bilo kojeg od navedenih dela (¢lan 6, stav 2, tacka a);
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e Saucesnistvo, odnosno krivicna odgovornost drugih lica koja u€estvuju u izvrSenju
dela, pored neposrednog izvrSioca, u slu€ajevima krijum¢&arenja, omogucavanja
nezakonitog boravka ili proizvodnje laznih dokumenata (Clan 6, stav 2, tacka b).

Protokol takode predvida da drzave Clanice preduzmu potrebne mere, u skladu sa svojim
nacionalnim zakonodavstvom, kako bi obezbedile sankcionisanje prevoznika (ukljuCujuci
preduzeca i vlasnike ili operatere sredstava prevoza) koji ne izvre proveru da li putnici
poseduju potrebna putna dokumenta za ulazak u drzavu prijema (¢lan 11, stavovi 3—4).

Pored obaveze kriminalizacije, ¢lan 6, stav 3 Protokola nalaze drzavama da u svoje
zakonodavstvo uklju¢e otezavajuée okolnosti, narocito u sluajevima kada su krijumcarena
lica izlozena nehumanom ili ponizavaju¢em postupanju, ukljucujuéi eksploataciju, ili kada je
izvrSenje krivicnog dela dovelo ili je moglo dovesti do ugroZavanja njihovog Zivota ili
bezbednosti.

Model zakon UNODC-a o suzbijanju krijum¢€arenja migranata predlaze niz opcionalnih
otezavajuéih okolnosti prilagodenih specifi€nostima ovog krivicnog dela, koje drzave
potpisnice mogu ugraditi u svoja zakonodavstva. One uklju€uju: iskoriSéavanje ranjivosti
migranata u cilju sticanja koristi, izazivanje povreda ili smrti migranata, prethodnu kriminalnu
istoriju, povezanost sa organizovanim kriminalom, upotrebu droga ili oruzja, krijumcarenje
veceg broja osoba, sluzbenu umesSanost, zloupotrebu javne funkcije, ukljucivanje dece ili
trudnica, iskoriS¢avanje osoba sa invaliditetom, upotrebu ili pretnju nasiljem, kao i unistavanje
ili oduzimanje putnih dokumenata.

2. Uskladenost nacionalnih zakonodavstava sa Protokolom

Srbija, Crna Gora i Bosna i Hercegovina inkorporirale su pitanje krijum&arenja migranata u
svoje nacionalne pravne okvire kroz donoSenje krivi€énih zakonodavnih odredbi koje definiSu
ovo kriviéno delo i propisuju odgovarajuce sankcije. Ipak, postoje razlike u pogledu nacina na
koji se definiSu radnje koje predstavljaju krivicno delo krijum¢&arenja migranata, uslova u vezi
sa sticanjem koristi od strane pocinioca, prepoznavanja tezih oblika krijum&arenja, kao i u
kaznenoj politici. Ove razlike ukazuju na razliite pristupe drzava u normativnom uredenju i
kategorizaciji radnji krijumcarenja migranata, $to direktno utiCe na pravnu kvalifikaciju i teZinu
sankcija koje se izriCu u praksi.

2.1. Pojam krivicnog dela

Pojam krivicnog dela krijum&arenja migranata razli¢ito je odreden u krivicnim
zakonodavstvima posmatranih drzava. U Srbiji i Crnoj Gori on je obuhvacen jednim kriviénim
delom, dok se u Bosni i Hercegovini sastoji iz viSe zasebnih inkriminacija. U zakonodavstvu
Bosne i Hercegovine, kriviéno delo krijum¢&arenja migranata klasifikovano je kao kriviéno delo
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protiv Covecnosti i vrednosti zasticenih medunarodnim pravom, $to ukazuje na viSi stepen
drustvene opasnosti i uskladenost sa medunarodnim standardima. Nasuprot tome, u Srbiji i
Crnoj Gori ono se svrstava u kriviCna dela protiv javnog reda i mira, $to moze odrazavati
opredeljenje zakonodavca da ga tretira pretezno kao bezbednosni izazov, a ne kao ozbiljno
krSenje ljudskih prava.

U svim analiziranim zakonodavstvima predvidena je krivicna odgovornost za sva fizic¢ka lica —
bez obzira na drzavljanstvo — koja izvrSe krivicno delo na teritoriji drZzave, kao i za dela
izvrSena van teritorije ukoliko ih je izvrSilo lice koje je njen drzavljanin. Pored fizi€kih lica, u
pravilu se predvida i kriviEcna odgovornost pravnih lica, kao i fizi¢kih lica koja postupaju u
ime i za ra¢un pravnih lica, kada se radi o delima u vezi sa krijum¢&arenjem ljudi.

U nastavku je prikazana uporedna tabela koja daje pregled nacina na koji su osnovne obaveze
iz ¢lana 6. Protokola protiv krijum€arenja migranata inkorporisane u nacionalna krivicna
zakonodavstva Srbije, Bosne i Hercegovine i Crne Gore, sa fokusom na kljuéne elemente
krivi€nopravne inkriminacije.

Tabela 1: Inkriminacija radniji iz €lana 6. Protokola u nacionalnim zakonodavstvima

Krijum¢arenje migranata radi koristi ¢lan 350 (2) KZ, Clan 189 | ¢lan 405(2)
(€l. 6(1)(@)) (1) Kz Kz
Proizvodnja laznih dokumenata (&l. ¢lan 355 (1) KZ, ¢lan ¢lan 189 | Clan 412 (1)
6(1)(b)(i)) 356, ¢lan 357 (1) Kz KZ, 413 KZ,
414 KZ
Nabavka ili posedovanje ¢lan 355 (1) KZ Clan 189 | ¢lan 412 (1)
dokumenata (€l. 6(1)(b)(ii)) (1) Kz KZ
Omoguc¢avanije ilegalnog ostanka (¢l. | ¢lan 350 (2) KZ ¢lan 189 | ¢lan 405 (2)
6(1)(c)) (2) Kz Kz
Pokusaj (€l. 6(2)(a)) ¢lan 30 KZ ¢lan 26 | ¢lan 20 KZ
KZ
Saucesnistvo (El. 6(2)(b)) ¢lan 350 (3) KZ ¢lan 189 | 405 (3) KZ
(3) Kz
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Organizovanje/upucivanje drugih (¢l. | ¢lan 350 (3) i 350 (4) 189a KZ | 401 KZ, 401a
6(2)(c)) KZ KZ
Otezavajuce okolnosti (¢l. 6(3)) ¢lan 350 (3) KZ ¢lan 189 | Clan 405(3)
(3)-(5)
Kz

Zakonodavni okviri sve tri analizirane drzave u velikoj meri formalno ispunjavaju zahteve iz
¢lana 6. Protokola protiv krijumé&arenja migranata, koji se odnosi na kriminalizaciju osnovnih
oblika krijum¢arenja. SrediSnji elementi definicije krijumcarenja migranata, kao Sto su
omogucavanje nezakonitog ulaska osobe koja nije drzavljanin ili nema stalni boravak u
odredenoj zemlji, uz postojanje namere sticanja materijalne koristi, inkorporirani su u kriviéne
zakone sve tri drzave. Medutim, uprkos opsStoj uskladenosti osnovne definicije, postoje
odredene razlike u naCinu na koji su pojedine radnje izvrSenja krivicnog dela definisane i
normativno obuhvacene. Naime, u nekim slu€ajevima zakonodavci su element ostvarivanja
koristi postavili kao obavezni deo bi¢a krivicnog dela samo kod odredenih, a ne svih radniji
izvrSenja. Tako, na primer, u zakonodavstvu Crne Gore, kod krivicnog dela ,nedozvoljeno
bavljenje prebacivanjem drugih lica preko granice®, zakon ne propisuje postojanje koristi kao
neophodan uslov za postojanje krivicnog dela. Ovo otvara prostor za razliCito tumacenje
postojanja krivicne odgovornosti u praksi, u zavisnosti od konkretnog oblika ponaSanja
pocinioca. Sli€no reSenje prisutno je i u zakonodavstvu Bosne i Hercegovine, u kojem
definicija krivicnog dela krijum¢€arenja ukljuCuje Sirok spektar radnji izvrSenja, kao $to su
vrbovanje, prevoz, sakrivanje, pruzanje zastite ili na drugi na¢in omogucavanje boravka
krijum¢&arenih lica. Medutim, ni za ove radnje izvrSenja zakonodavac nije predvideo postojanje
koristi kao obavezni element krivichog dela. Time se, kao i u slu€aju Crne Gore, otvara prostor
za tumacenja prema kojima bi izvrSenje navedenih radnji — iako obuhvaéeno zakonskim
tekstom — moglo biti procesuirano i bez dokazivanja materijalne koristi, $to je potencijalno
problematicno sa aspekta pune uskladenosti sa ¢lanom 6. Protokola, koji upravo insistira na
elementu koristi radi razlikovanja krijum&arenja od drugih oblika pomaganja migrantima,
uklju€ujuci i humanitarne radnje. S druge strane, krivicni zakoni Srbije, Bosne i Hercegovine i
Crne Gore, kada izri€ito zahtevaju postojanje koristi, propisuju da se ona moze odnositi na
finansijsku ili neku drugu (‘neku’) korist, Sto implicira da korist moze imati i materijalni i
nematerijalni karakter. Takva formulacija je formalno uskladena sa Protokolom, koji ne
zahteva isklju€ivo materijalnu protivpravnu dobit, ali i dalje ostavlja prostor za razliCita
tumacenja u praksi, naroc€ito kada korist nije neposredno izraZzena u novcu ili robi.

Pored navedenih radnji izvrSenja, vazno je ukazati i na to da su pojedini zakonodavci, u okviru
odredbi koje reguliSu krivicno delo krijumc€arenja, inkriminisali i aktivhosti koje ne
predstavijaju krijuméarenje migranata u smislu Protokola. Tako na primer, kriviéni
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zakoni Crne Gore i Srbije proSiruju normu tako $to, medu oblicima krijum¢&arenja, obuhvataju
i radnje nasilnog prelaska ili pokusaja prelaska drzavne granice, ukljuCujuci i oruzane
prelaze ili upotrebu sile. Takva kvalifikacija izlazi izvan okvira koji je postavljen Protokolom i
uvodi radnje koje se, prema medunarodnom pravu, ne smatraju krijum¢arenjem migranata,
Sto otvara pitanje uskladenosti sa preciznim definicionim okvirom iz ¢lana 3 i 6 Protokola.
Ovakav pristup moze dovesti do krivicnopravnog mesanja izmedu krijumc&arenja i drugih oblika
ugrozavanja javnog poretka i bezbednosti granica, koji bi se mogli regulisati kroz zasebne
norme, a ne kroz odredbe koje se odnose na krijum¢arenje migranata.

Radnje povezane sa falsifikovanjem ili upotrebom lazne dokumentacije — kao $to su
proizvodnja, pribavljanje i posedovanje laznih putnih isprava — prepoznate su kao krivicne u
svim analiziranim jurisdikcijama. U zakonodavstvima Srbije i Crne Gore, ove radnje su
obuhvadéene posebnim kriviénim delima, $to omoguc¢ava njihovo procesuiranje u sticaju sa
kriviénim delom krijumcarenja migranata. Ovakvo reSenje moze rezultirati izricanjem strozih
kazni u slucaju osudujuce presude, s obzirom na to da se istom licu moze suditi za viSe
krivicnih dela. Za razliku od toga, u zakonodavstvu Bosne i Hercegovine radnje u vezi sa
laZnim dokumentima predstavljaju deo osnovnog oblika krivicnog dela krijum&arenja, ¢ime se
suzava prostor za primenu instituta sticaja, ali istovremeno omoguéava integrisani pristup u
kvalifikaciji sloZenijih oblika pona$anja.

Sve tri drzave propisuju krivicnu odgovornost za pokus$aj, saucesnistvo, kao i za organizovanje
i podstrekavanje drugih na izvrSenje krivicnog dela. Pokusaj, sauCesnistvo i podstrekavanje
regulisani su kroz opste odredbe krivicnog zakonodavstva i primenjuju se na sva kriviéna dela,
uklju€ujuéi krijum¢arenje migranata. Istovremeno, radnje izvrSenja koje preduzima grupa lica
— posebno organizovana kriminalna grupa — normativno su prepoznate kao oteZavajuée ili
kvalifikovane okolnosti. U zakonodavstvu Srbije u¢eS¢e u organizovanoj kriminalnoj grupi
predvideno je kao kvalifikovana okolnost u okviru samog dela krijumcarenja migranata. U
Bosni i Hercegovini se organizovanje grupe ili udruzenja za izvrSenje krivicnog djela
"krijuméarenje migranata" tretira kao posebno kriviéno delo, regulisano ¢lanom 189a
Krivicnog zakona BiH. U Crnoj Gori, pripadnost kriminalnoj grupi se ne reguliSe u okviru dela
krijumcarenja, ve¢ se posebno inkriminiSe kroz opsta krivicna dela kriminalnog udruzivanja
(¢lan 401) i stvaranja kriminalne organizacije (¢lan 401a) Krivicnog zakonika. Ovakav
pristup u BiH i Crnoj Gori omoguéava krivicno gonjenje €lanova grupa i nezavisno od
eventualne kvalifikacije samog dela krijumd¢arenja, uz moguénost kumulacije krivi¢nih dela i
strozijeg sankcionisanja u praksi.

U pogledu normiranja otezavajuéih okolnosti, sve tri analizirane drZave inkorporirale su
odredene kvalifikuju¢e elemente u zakonodavne odredbe koje se odnose na krivicno delo
krijum€arenja migranata, u skladu sa ¢lanom 6, stav 3 Protokola. Medutim, i pored formalne
harmonizacije, postoje sustinske razlike u nacinu i obimu u kojem su otezavaju¢e okolnosti
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normirane u nacionalnim zakonodavstvima, $to ima neposredan uticaj na pravnu kvalifikaciju
dela, visinu propisanih kazni i celokupnu kaznenu politiku.

U Republici Srbiji, Krivicni zakonik predvida oteZavajuce okolnosti koje uklju€uju €injenje dela
od strane grupe ili organizovane kriminalne grupe, zloupotrebu sluzbenog polozaja, kao i
izvrSenje dela na nacin kojim se ugrozava zivot ili zdravlje krijum¢&arenih lica, odnosno ako je
krijumé&aren veci broj migranata. Ipak, okolnosti koje se odnose na ugroZzavanje bezbednosti
migranata, njihovu eksploataciju, kao i nehuman i ponizavajuéi tretman, nisu eksplicitno
predvidene kao kvalifikuju¢e okolnosti. U slu¢ajevima kada su ove okolnosti prisutne, one se
mogu uzeti u obzir kroz institut sticaja sa drugim krivicnim delima, Sto u praksi otezava
dosledno i efikasno gonjenje, narocito u situacijama kada ne postoje jasni dokazi za zasebnu
kvalifikaciju drugog krivicnog dela. Sli¢an pristup uo€ava se i u zakonodavstvu Crne Gore.
lako su propisane osnovne otezavajuce okolnosti, zakon ne sadrzi odredbe koje se odnose
na ugrozavanje bezbednosti krijumc€arenih migranata ili njihovo izlaganje nehumanom i
ponizavaju¢éem postupaniju ili eksploataciju. Ovo su okolnosti koje (same po sebi), imajuéi u
vidu specifitan modus operandi krijumcarskih mreza, u praksi teSko mogu biti kvalifikovane
kao samostalna krivi¢na dela, narocito iz ugla istraznih organa koji se suo€avaju sa izazovima
u prikupljanju dokaza. Stoga bi eksplicitno normiranje ovih okolnosti kao otezavajucih unutar
krivi€énog dela krijum¢arenja doprinelo jacanju doslednosti u krivicnopravnoj reakciji i dodatno
ojaCalo preventivnu funkciju krivicnih sankcija. Time bi se omogudilo da krijum¢ari koji
migrante prevoze u uslovima koji zadovoljavaju kriterijume nehumanog postupanja ili
predstavljaju povredu prava na bezbednost i dostojanstvo li¢nosti, u skladu sa medunarodnim
standardima ljudskih prava, budu adekvatno sankcionisani u okviru kvalifikovanog oblika dela.

U kontekstu razmatranja stepena inkorporisanja otezavajucih okolnosti u nacionalna
zakonodavstva, neophodno je naglasiti da, ¢ak i kada pojedine okolnosti koje su predvidene
Protokolom nisu sadrZane u posebnom ¢lanu koji se odnosi na krijumcarenje, opste odredbe
krivicnog prava ipak omogucavaju da sud u postupku izricanja kazne uzme u obzir relevantne
¢injenice kao otezavajuce okolnosti (to znaci da sudija moze, u okviru zakonom predvidenog
raspona kazne za osnovni oblik, npr. umesto minimalne kazne od 1 godine izreéi kaznu blizu
maksimalnoj od 8 godina, ali to i dalje neée biti isto Sto i kazna za kvalifikovani oblik, koji npr.
predvida raspon od 5 do 12 godina — dakle, kazna Ce biti teza, ali ne najstroza moguca). Ipak,
u nedostatku formalnog priznanja tih okolnosti kao kvalifikujuéih, postoji ve¢a mogucénost
pravne nesigurnosti i varijabilne sudske prakse, ¢ime se umanjuje ujednacenost i predvidivost
kaznene politike (da se time u rasponu kazne za osnovni oblik izrekne teza krivicna sankcija
(8to opet c¢e biti manja kazna u odnosu na kvalifikovani oblik imajuéi u vidu da raspon kazni
osnovnog i kvalifikovanog oblika nije isti).

Za razliku od Srbije i Crne Gore, zakonodavni okvir Bosne i Hercegovine pokazuje visi stepen
uskladenosti sa medunarodnim standardima. Krivicni zakon Bosne i Hercegovine, pored
propisivanja osnovnih otezavajuéih okolnosti — uklju€uju¢i cCinjenje dela od strane
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organizovane grupe, zloupotrebu sluzbenog polozaja i ugrozavanje Zzivota i zdravlja
krijumc€arenih lica — dodatno normira i druge vazne kvalifikuju¢e elemente. Medu njima su
ugroZzavanje bezbednosti krijumé&arenih lica, neCovecno i poniZzavaju¢e postupanje prema
krijumcarenim osobama, izvrSenje dela prema licima mladim od 18 godina, kao i posledica
smrti jednog ili viSe krijumcarenih lica. Ovakav pristup omogucCava sveobuhvatnije
prepoznavanje Stetnih posledica krijumcarenja i bolju zastitu Zrtava kroz krivi€énopravni sistem,
uz uvazavanje standarda sadrzanih u medunarodnim instrumentima u oblasti ljudskih prava i
borbe protiv organizovanog kriminala. Sa druge strane stru¢njaci u Bosni i Hercegovini isti¢u,
da zakon ne prepoznaje specifiCne otezavajuce okolnosti koje proizlaze iz digitalnog karaktera
savremenog krijumcarenja, kao $to sun a primer koristenje internetskih platformi, kriptovaluta,
enkriptovane komunikacije ili digitalna manipulacija dokumentima, Sto otvara prostor za dalja
normativna unapredenja u skladu sa sve izrazenijim tehnolodkim aspektima kriminalnih
mreza.

Primer 17: Prikaz slu¢aja: "ZVORNIK 2023"

U predmetu koji je TuZilastvo Bosne i Hercegovine procesuiralo pod nazivom “Zvornik
2023", jasno je uocljiva uloga digitalnih tehnologija u organizaciji krijumcarenja migranata.
Optuznica je podignuta protiv pet osoba koje su koristile aplikaciju Telegram za regrutaciju
migranata iz Beograda i njihovo prebacivanje preko teritorije Republike Srpske prema
granici sa EU.

Komunikacija unutar grupe odvijala se iskljuéivo putem zatvorenih i Sifrovanih Telegram
kanala, uz upotrebu pseudonima i automatizovanih botova za koordinaciju. Uplate su
vrSene u kriptovaluti USDT (Tether), $to je omogucilo transakcije bez tragova u
tradicionalnom bankarskom sistemu. Prema dokazima iz optuZnice, KoriSteni su digitalni
novcanici locirani u jurisdikcijama sa niskim stepenom pravne pomoci, Sto je dodatno
usloznilo tok istrage. Tokom istrage, identiteti migranata i ¢lanova grupe potvrdeni su
analizom e-mail komunikacija, GPS logova sa zaplijenjenih mobilnih uredaja, te izvjestajima
o digitalnim placanjima dobijenim medunarodnom pravnom pomoci. Posebno je istaknuta
uloga otvorenih izvora (OSINT), gdje su istraZioci identifikovali relevantne profile i poveznice
izmedu ucesnika preko drustvenih mreza i foruma na dark web-u. U sudskom postupku,
Sud BiH je zakljuéio da je upotreba sofisticirane digitalne infrastrukture — ukljucujuci
enkriptovane komunikacione kanale, anonimne novCanike i online regrutaciju -
predstavijala oteZavajuci faktor za vodenje postupka i identifikaciju uc¢esnika. Medutim, u
izre¢enoj presudi nije formalno priznato postojanje oteZavajucih okolnosti zasnovanih na
digitalnim elementima djela, zbog ¢ega se ovaj sluc¢aj koristi kao primer potrebe za
zakonskim preciziranjem digitalnih oblika krijumcéarenja i njihove kvalifikacije.
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Slucaj "Zvornik 2023" ukazuje na sve izraZeniju potrebu za uskladivanjem procesnog i
materijalnog prava sa realnostima savremenog digitalnog kriminaliteta, kao i za jaanjem
kapaciteta tuZilastava, sudova i policijskih agencija u pogledu digitalnih dokaza,
medunarodne saradnje i pravne kvalifikacije digitalno podrzanih oblika organizovanog
kriminala.

2.2. Kaznena politika u okviru Protokola i Konvencije — obaveze i standardi

Protokol o krijum&arenju migranata ne propisuje konkretne kazne ni raspon kazni za
pojedinacne oblike radnje izvrSenja, ve¢ se oslanja na ¢lan 11(1) Konvencije protiv
transnacionalnog organizovanog kriminala, koji zahteva da sankcije budu u skladu sa tezinom
krivicnog dela. U slu€aju pravnih lica, primenjuje se dodatni zahtev iz ¢lana 10(4) Konvencije,
prema kojem sankcije moraju biti efikasne, proporcionalne i odvraéajuce. Protokol ne pravi
razliku, u smislu kaznene politike, izmedu osnovnog i kvalifikovanog oblika dela, ve¢ tu
procenu prepusta zakonodavcima drzava ugovornica. Takode, Konvencija obavezuje drzave
da omoguée i mere za oduzimanje koristi proisteklih iz krivicnog dela, kao i imovine
upotrebljene ili namenjene za izvrSenje dela.

Za razliku od Protokola, pravni okvir Evropske unije kroz Okvirnu odluku Saveta Evropske
unije 2002/946/PUP 8 predvida obavezu drzava ¢lanica da propiSu maksimalne kazne zatvora
do osam godina u tezim slu¢ajevima, kao $to su sticanje finansijske koristi, delovanje u okviru
kriminalne organizacije ili ugroZzavanje Zivota krijumcarenih lica. Direktiva dodatno zahteva
mogucénost konfiskacije sredstava koriS¢enih za izvrSenje dela. lako ove obaveze ne vaze za
drzave koje nisu Clanice EU, one predstavljaju relevantan standard za zemlje u procesu
priblizavanja evropskom zakonodavstvu.

Tabela 2: Uporedna tabela kaznenih raspona u Bosni i Hercegovini, Crnoj Gori i Srbiji

Oblik dela Propisana kazna
zatvora
BiH Clan 189 (1) — osnovni oblik 1-10 godina
Clan 189 (2) — osnovni oblik 6 meseci — 5 godina

Clan 189 (3) — kvalifikovani oblik | 3 — 15 godina

Clan 189 (4) — kvalifikovani oblik | 3 — 15 godina

8 Okvirna odluka Saveta Evropske unije 2002/946/PUP o ja¢anju kaznene pravne regulative u borbi protiv facilitiranja
nedozvoljenog ulaska, tranzita i boravka.

H= Norway  5¢ Balians

and Mediation

Institute e
Pc D W for Democracy CCCRPM ‘Tﬁf"’
tar 2a promocijucivilnog druitva p——



&‘Ek 4%P X C?RADANSKA

VASA PRAVA BiH EHU PA ALIJANSA .

Legal Aid Netwaork

Clan 189 (5) — kvalifikovani oblik | Najmanje 5 godina

Clan 189 a (1) — kvalifikovani oblik | Najmanje 3 godine

Clan 189 a (2) — kvalifikovani oblik | Najmanje 1 godinu

Crna Gora Clan 405 (2) — osnovni oblik 3 meseca—5godina
Clan 405 (3) — kvalifikovani oblik 1-10godina
Serbia Clan 350 (2) — osnovni oblik 1-8 godina

Clan 350 (3) — kvalifikovani oblik | 2-12 godina

Clan 350 (4) — kvalifikovani oblik | 3-15 godina

U poredenju sa standardima iz Okvirne odluke Saveta 2002/946/PUP, kojom se od drzava
Clanica zahteva da propisu kazne zatvora do osam godina za teze oblike krijum¢&arenja
migranata — kada je delo uinjeno iz koristoljublja, od strane organizovane kriminalne grupe
ili ako je ugrozen zivot lica — moze se zaklju€iti da su zakonodavstva sve tri zemlje formalno
uskladena sa tim minimalnim zahtevima, uz odredene razlike u pogledu raspona, minimalnih
kazni i diferencijacije oblika dela. Pa tako, Srbija predvida maksimalnu kaznu od osam
godina za osnovni oblik, ¢ime ispunjava minimalni EU standard. Kvalifikovani oblici se
kaZnjavaju stroZije, do 15 godina, u skladu sa tezim okolnostima dela. Bosna i Hercegovina
ima najrazgranatiji sistem kaznenih odredbi, s rasponima od Sest meseci do 15 godina,
zavisno od oblika dela. Osnovni oblik mozZe nositi do 10 godina zatvora, dok su kvalifikovani
oblici jasno diferencirani, sa posebno visokim minimalnim kaznama kada postoje elementi
nasilja, smrti ili maloletne Zrtve. Ovaj pristup je strozi u odnosu na EU standard i ukazuje na
snaznu kaznenu politiku. Crna Gora ima najnize kaznene pragove za osnovni oblik — od tri
meseca do pet godina — dok kvalifikovani oblik nosi kaznu do 10 godina, €ime se dostize EU
standard, ali samo u najtezim slu¢ajevima. U poredenju sa Srbijom i BiH, kazneni okvir Crne
Gore deluje blaze, posebno u osnovnim oblicima.

2.3. Zabrana kriviénog gonjenja krijumcarenog(ih) migranata

U pogledu primene ¢lana 5 Protokola, koji zabranjuje krivicno gonjenje migranata zbog toga
8to su bili predmet krijumcarenja, pravni okviri analiziranih drZzava sadrze razliite pristupe.

U Bosni i Hercegovini, za razliku od ¢lana 186. Krivicnog zakona koji u stavu 10 izricito
propisuje da se Zrtva trgovine ljudima nece krivi€no goniti za dela poc€injena u tom svojstvu,
kod krivicnog dela krijumcarenja migranata iz ¢lana 189. i organizovanja grupe za
krijum¢arenije iz ¢lana 189a, takva eksplicitna odredba ne postoji. Ipak, imajuci u vidu definicije
krivicnog dela i konstrukciju zakonskih normi (,ko u namijeri...“, ,ko pribavi korist...“, ,ko
organizira...“), jasno je da migrant kao predmet radnje ne moZze ispuniti obeleZja izvrSioca
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dela, te da se njegova krivicna odgovornost ne moze osnovati na osnovu tih odredbi. Na taj
nacin, iako ne eksplicitno, ispunjava se sustinska zabrana iz ¢lana 5 Protokola.

U Crnoj Gori, pravni okvir eksplicitnije prepoznaje zastitu krijum¢&arenih migranata, posebno
u sluéaju zrtava trgovine ljudima. Clan 54 Zakona o strancima predvida zastitni period od 90
dana za odludivanje o saradnji sa organima vlasti, dok ¢lan 55 propisuje da se stranci koiji
imaju humanitarni boravak ne mogu udaljiti zbog nezakonitog ulaska ili boravka. Pored toga,
maloletnim Zrtvama trgovine ljudima zabranjen je povratak u zemlje u kojima bi mogli biti
izlozeni opasnosti. lako ¢lan 405 Krivicnog zakonika predvida kaznu zatvora do jedne godine
za nasilni prelazak granice bez dozvole, dopune Krivicnog zakonika iz decembra 2023. godine
(¢lan 444) jasno predvidaju da se zrtva trgovine ljudima koja je bila primorana na uceSc¢e u
kriminalnim aktivnostima nece kazniti. Ovim se omogucava zastita krijumc&arenih migranata u
slu¢ajevima preklapanja sa trgovinom ljudima i time se domaci okvir znacajno priblizio odredbi
¢lana 5 Protokola.

lako Krivi€ni zakonik Republike Srbije ne sadrzi izriitu odredbu kojom se zabranjuje kriviéno
gonjenje krijum¢arenih migranata, kao $to je to predvideno za Zrtve trgovine ljudima u €lanu
388 stav 6, odsustvo krivicne odgovornosti krijumcarenih lica proizlazi iz konstrukcije
samog krivicnog dela iz ¢lana 350. Buduci da je krivicna odgovornost propisana isklju€ivo za
lice koje omogucava ili pomaZze nezakonit ulazak, boravak ili tranzit stranaca radi pribavljanja
koristi, migrant koji je predmet tih radniji ne ispunjava zakonska obelezja u€inioca. Na taj nacin,
bez obzira na izostanak izriite norme, u praksi se obezbeduje uskladenost sa ¢lanom 5
Protokola, koji isklju€uje krivicnu odgovornost krijumc&arenih migranata.

2.4. Razmena informacija

U sve tri drzave razmena informacija u vezi sa krijum&arenjem migranata sprovodi se na
institucionalnom nivou izmedu nadleznih organa (policija, tuzilastva, sluzbe za strance) i u
saradnji sa medunarodnim mehanizmima (npr. Interpol, Europol, SELEC). Takode, razmena
informacija izmedu susednih zemalja Zapadnog Balkana funkcioniSe kroz bilateralnu i
regionalnu policijsku saradnju, ali je i dalje fragmentisana i zavisi od operativnih prioriteta.
Prema ¢lanu 10 Protokola uz Konvenciju UN protiv transnacionalnog organizovanog
kriminala, drzave su obavezne da razmenjuju informacije koje se odnose na: identitet i
strukturu organizovanih kriminalnih grupa, njihove metode i sredstva krijumc&arenja, koris¢ene
rute, zloupotrebu dokumenata za identifikaciju i putovanja, kao i nove trendove i obrasce
delovanja. Cilj ove obaveze je jaCanje efikasnog i koordinisanog odgovora na transnacionalne
mreze krijumcarenja migranata.

U praksi, medutim, postoje znacajni izazovi u pogledu pravovremene, dvosmerne i sistemske
razmene informacija. U tom smislu, unapredenje prekograni¢éne razmene podataka smatra
se klju¢nim za efikasniju borbu protiv krijumcarenja i delovanja organizovanih kriminalnih
grupa. Ova potreba je prepoznata i na 4. GodiSnjem regionalnom sastanku klju¢nih aktera

H= Norway  5¢ Balians

and Mediation

Institute e
c D N for Democracy CCCRPM ‘!ﬁ"’”
promocijucivilnog drustva pecimpac s 2004




&‘Ek 4%P X C?RADANSKA

VASA PRAVA BiH EHU PA ALIJANSA .

Legal Aid Netwaork

Zapadnog Balkana u borbi protiv krijumcéarenja migranata i trgovine ljudima®, na kojem je
jedan od zaklju¢aka bio da bi zemlje regiona trebalo da razviju interoperabilne digitalne
platforme koje bi omogucile brzu i sigurnu razmenu podataka. Takva saradnja doprinela bi
identifikaciji obrazaca trgovine i krijumcarenja, jaCanju regionalnih preventivnih strategija i
efikasnijem odgovoru na slu¢ajeve radne eksploatacije.

lako uloga organizacija civilnog drustva u razmeni informacija nije institucionalno regulisana,
OCD koje rade direktno sa migrantima Cesto imaju pristup vaznim terenskim podacima — o
rutama, incidentima, nasilju i delovanju krijumcarskih mreza. Uz uspostavljanje formalizovanih
mehanizama saradnje i zasStite podataka, OCD bi mogle igrati dopunsku ulogu u prosledivanju
informacija relevantnih za prepoznavanje obrazaca i prevenciju krijumc¢arenja.

2.5. Druge preventivnhe mere — ¢lan 15

U skladu sa ¢lanom 15 Protokola, drzave potpisnice su obavezne da sprovode Sirok spektar
preventivnih mera, ukljuCujuci: jaCanje javne svesti o tome da su radnje krijumcarenja
kriminalne aktivnosti povezane sa organizovanim kriminalom i ozbiljnim rizicima za migrante;
saradnju u oblasti javnog informisanja radi spre€avanja da potencijalni migranti postanu zZrtve;
kao i unapredenje razvojnih i socijalnih politika koje se bave osnovnim uzrocima migracija,
posebno siromastvom i nerazvijenosc¢u. U praksi, medutim, u Bosni i Hercegovini, Crnoj Gori
i Srbiji ne postoje formalne nacionalne strategije za sprovodenje ovih mera u kontekstu
krijumcarenja migranata. U Bosni i Hercegovini, aktivnosti informisanja migranata i javnosti
gotovo isklju€ivo sprovode organizacije civilnog drustva kroz viSejezi¢ne brosure, terenski rad
i digitalne kampanje. U Crnoj Gori i Srbiji institucionalne mere su ograni¢ene i fragmentisane,
dok su kampanje za podizanje javne svesti i dalje nedovoljno prisutne. Ne postoje specificne
preventivne aktivnosti usmerene na suzbijanje krijumcarenja putem digitalnih tehnologija,
uprkos sve vecem znacaju ovog kanala delovanja organizovanih kriminalnih grupa.

Organizacije civilnog drustva ve¢ igraju kljuénu ulogu u informisanju i pruzanju podrske
migrantima i mogle bi, uz institucionalno prepoznavanje i podrSku, aktivho doprineti
sprovodenju ¢lanom 15 predvidenih mera — kako kroz direktnu komunikaciju sa migrantima,
tako i kroz saradnju sa lokalnim zajednicama i javnim institucijama u podizanju svesti,
prikupljanju podataka i kreiranju preventivnih intervencija.

2.6. Zastita i mere pomoci (primena Clana 16 Protokola)
S obzirom na rizik od povreda ljudskih prava kojima su migranti izlozeni tokom krijumcarenja,

posebno je vazno obezbediti postovanje odredbi medunarodnog prava o ljudskim pravima.
Protokol obavezuje drzave potpisnice da preduzmu odredene mere kako bi identifikovale lica

® 4. Godi$nji regionalni sastanak udarnih grupa zemalja Zapadnog Balkana odrzan je u periodu 07-
08.04.2025.godine u Budvi u organizaciji IOM.
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koja su bila predmet krijumcarenja, pruzile im odgovarajuéu podrsku i zastitu, i obezbedile
postovanje medunarodno priznatih prava tih lica, narocito prava na zivot i zastitu od torture ili
drugih oblika neCovecnog i ponizavajuceg postupanja ili kaznjavanja. Pravo na Zivot ne
podrazumeva samo zabranu proizvoljnog liSavanja Zivota, vec¢ i pozitivhu obavezu drzave da
preduzme odgovarajuce mere radi zastite lica iji je Zivot potencijalno ugroZen. Uslovi pod
kojima se krijum¢&arenje obi¢no odvija mogu ugroziti fizicko i psiholosko zdravlje migranata, a
u pojedinim slu€ajevima stepen rizika je takav da izostanak hitne medicinske pomoéi moze
predstavljati povredu prava na zivot ili zabrane torture. Dodatno, €injenica da je lice pristalo
da bude krijuméareno ne znaci nuzno da je pristalo na nacin tretmana kojem je bilo
izlozeno tokom procesa krijumé&arenja. Krijumcareni migranti su u visokom stepenu ranjiva
grupa i izlozeni su ozbiljnom riziku od eksploatacije; ¢esto se deSava da svoje putovanje
zapo¢nu kao krijum¢areni migranti, ali tokom puta postanu zrtve trgovine ljudima. Kao
neregularni migranti, podlozni su krivicnom gonjenju i dodatno ranjivi zbog stalne pretnje
otkrivanja od strane vlasti. Vazno je naglasiti da je licna bezbednost ovih lica Cesto
kompromitovana, jer krijumc&ari neretko prisvajaju njihove liCne stvari, ukljuujuc¢i novac i
dokumenta. U skladu sa ¢lanom 16, stav 3 Protokola, drzava potpisnica mora uzeti u obzir da
su lica koja su bila predmet krijumarenja mogla biti i Zrtve kriviénih dela tokom procesa
krijumé&arenja i shodno tome obezbediti odgovarajuéu pomo¢. Kako je navedeno u Model
zakonu protiv krijum€arenja migranata, u zavisnosti od konkretnog slu¢aja, pomoc¢
krijum€arenim migrantima €iji su Zivot i bezbednost ugroZzeni moze obuhvatati obezbedenje
fizicke sigurnosti, pruzanje hitne medicinske i humanitarne pomoci, kao i pravnu pomo¢ u
postupcima usmerenim na zastitu ugrozenih ili povredenih prava.

Takode, drzava je duzna da preduzme odgovaraju¢e mere kako bi migrantima obezbedila
zastitu od nasilja koje nad njima mogu izvrSiti pojedinci ili grupe zbog &injenice da su bili
predmet radnji krijumc€arenja. Prema dopunskim smernicama UNODC-a, standard
,odgovarajuce zastite* tumaci se fleksibilno, u skladu sa specificnostima svake zemlje.
Navedene mere imaju za cilj da podrze krijum¢&arena lica nakon $to stignu u zemlju odrediSta
ili nakon $to su identifikovana, kako bi se sprecila njihova dalja viktimizacija. Model zakon
predvida da sadrzaj zastitnih mera bude definisan na nacionalnom nivou, uzimajuéi u obzir
vrste nasilja kojima su krijumcareni migranti izloZeni, okolnosti pod kojima se nasilje moze
dogoditi, zajednice i pojedince koji mogu biti pogodeni, kao i sredstva za sprovodenje tih mera.
Pri izradi i primeni mera posebna paznja mora se posvetiti ranjivim kategorijama, uklju€ujuci
posebne potrebe dece i Zena.

Bosna i Hercegovina sprovodi mere zastite kroz koordinisanu saradnju policijskih agencija,
tuzilaStava i Sluzbe za poslove sa strancima. Migranti koji su zateCeni kao predmet
krijumé€arenja sasluSavaju se kao svedoci u prisustvu sudskih tumaca, nakon ¢ega se
registruju i upucuju u prihvatne centre. U slu€aju maloletnih lica bez pratnje, ukljuCuje se
centar za socijalni rad radi postavljanja staratelja. Ukoliko postoje indikatori trgovine ljudima,
primenjuje se Pravilnik o zastiti stranaca zZrtava trgovine ljudima, koji predvida specificne
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identifikacione i zastitne procedure. Sistem zastite oslanja se na funkcionalan referalni
mehanizam i institucionalno razgrani¢ene nadleznosti, $to predstavlja pozitivan iskorak ka
uskladivanju sa standardima iz Protokola.

Crna Gora je u domaci pravni okvir inkorporirala viSeslojni mehanizam zastite krijumc&arenih
migranata. Zakon o strancima i Zakon o medunarodnoj i privremenoj zastiti predvidaju da
migranti koji su Zrtve krijum¢&arenja ne podleZu krivicnom gonjenju, vec se tretiraju kao svedoci
ili lica pod zastitom. Odreduje se period refleksije i pravo na boraviste tokom trajanja postupka.
Za maloletnike postoje posebni postupci u saradnji sa centrima za socijalni rad i nevladinim
organizacijama. Normativni okvir dopunjuje se stratesSkim dokumentima, uklju€ujuéi Strategiju
0 migracijama i reintegraciji povratnika (2021-2025), $to ukazuje na sistemsku usmerenost
ka unapredenju institucionalnog odgovora.

Srbija primenjuje ¢an 16 kroz kombinaciju zakonskih odredaba, institucionalnih kapaciteta i
strateskih planova. Zakonik o krivicnom postupku sadrzi mehanizme zastite osetljivih i
zasti¢enih svedoka, ukljuCujuci zabranu zastraSivanja, dodelu statusa posebno osetljivog
svedoka i primenu mera iz Programa za$tite u€esnika u krivicnom postupku. Migrantima koji
saraduju sa vlastima moze se odobriti privremeni boravak iz humanitarnih razloga (Zakon o
strancima, ¢an 61 i 64), iako zakon ne sadrzi precizne odredbe o pravima i obavezama tokom
tog boravka, $to moze dovesti do pravne nesigurnosti. Dodatno, Nacionalna strategija reforme
pravosuda i pratec¢i planski dokumenti predvidaju razvoj mreze sluzbi za podrsku svedocima
i osteCenima. Uloga organizacija civilnog druStva u obezbedivanju psihosocijalne i
informativhe podrSke svedocima krijumcarenja takode je identifikovana kao potencijalno
znacajan resurs u osnazivanju uloge migranata u krivi€nom postupku.

U sve tri analizirane drzave evidentan je pomak u normativnom i institucionalnom osnazivanju
mehanizama zastite krijumcarenih migranata. Medutim, prisutne su znac€ajne razlike u obimu
i dostupnosti zastitnih mera, stepenu integracije civilnog drustva i uskladenosti sa
preporukama UNODC-a. Za dalji napredak neophodno je sistemski pristupiti razvoju
individualizovanih mera za$tite, uz uvodenje standardizovanih protokola identifikacije,
obezbedivanje dugorotnog smestaja i pristupa osnovnim pravima, uz puno postovanje
principa proporcionalnosti, jednakosti i najboljeg interesa lica koja su bila predmet radnji
krijumc&arenja.

2.7. Saradnja i razmena informacija (primena Clana 17 Protokola)

U skladu sa ¢lanom 17. Protokola protiv krijum&arenja migranata, drZzave potpisnice su
pozvane da zaklju€uju bilateralne i regionalne sporazume i aranZzmane radi unapredenja
saradnje u cilju suzbijanja ovog vida kriminala. Prema tumacenju datom u Model Law against
the Smuggling of Migrants i prate¢em Legislative Guide, svrha ovog ¢lana jeste uspostavljanje
pravnog osnova za formalizovanu, institucionalnu i operativhu saradnju, koja obuhvata
mehanizme kao $to su zajednicki istrazni timovi, protokoli o razmeni operativnih podataka,
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zajednic¢ke baze podataka i koordinisane operacije policijskih i pravosudnih organa™. Model
Law posebno preporuCuje da se nacionalnim zakonodavstvom ovlasti nadlezne institucije da
zakljuCuju takve sporazume i u njima definiSu praktiCne aspekte saradnje u konkretnim
predmetima krijumcarenja’’.

Vazno je napomenuti da se ova obaveza sustinski razlikuje od one iz ¢lana 10. Protokola, koja
se odnosi ha razmenu opstih informacija i pruZzanje obuke kao preventivnih alata u borbi protiv
krijumcarenja. Dok ¢lan 10 podsti¢e drzave da dele znanje 0 modusima operandi, rutama i
tehnikama falsifikovanja dokumenata, kao i da razvijaju stru¢ne kapacitete kroz medunarodne
treninge i razmenu iskustava'?, ¢lan 17 fokusira se na pravno-obavezujuée i operativno
usmerene oblike saradnje. Dakle, dok ¢lan 10 funkcioniSe na strateSko-preventivnom nivou,
Clan 17 zahteva konkretne institucionalne odgovore i mehanizme za sprovodenje zakona u
realnom vremenu, sa ciliem efikasnog procesuiranja slu€ajeva krijumc&arenja migranata koji
prelaze nacionalne granice.

Tabela: Primena €lana 17 u Srbiji, BiH i Crnoj Gori

Element Srbija Bosna i | Crna Gora
Hercegovina
Postojanje Da — sa BiH, CG, | Da -  Dbilateralni| Da - bilateralni
bilateralnih i | RNM; readmisija i | ugovori sa Srbijom, | sporazumi sa
regionalnih pravna pomo¢; | CG i Hrvatskom; | EUROPOL-om,
sporazuma operativna saradnja | protokoli tuzilaStava | Frontex-om,
kroz Frontex, | o saradnji u borbi | UNHCR-om i IOM-
EUROPOL, SELEC | protiv teskih oblika | om; élanstvo u
kriminala; oslonac | MARRI i SELEC;
na pravnu pomo¢ na | pravna pomoc¢ putem
oshovu Evropske | Evropske
konvencije o | konvencije; upotreba
medusobnoj pomodi | Konvencije o]
u kriviénim stvarima. | visokotehnoloSkom
kriminalu u
predmetima sa
digitalnim dokazima.
Operativna Uspostavljeni Postoji — SIENA i | KoriScenje SIENA i
razmena SIENA, INTERPOL, | INTERPOL kanali; | INTERPOL kanala
SELEC kanali; | razmena sa | preko institucija

10 Legislative Guide for the Implementation of the Protocol against the Smuggling of Migrants by Land, Sea and Air,
UNODC, 2004, paragrafi 92-96.
11 Model Law against the Smuggling of Migrants, UNODC, 2010, ¢lanovi 37 i 38.
12 Ibid., paragrafi 149-153 (komentari uz ¢lanove 29-31 koji se odnose na razmenu informacija i izgradnju kapaciteta).
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informacija u
realnom vremenu

organizacione
jedinice MUP-a
usmerene i na borbu

protiv krijumcarenja ;
uteS¢e u OTF
operacijama
(uklju€ujucéi OTF
Zebra).

EUROPOL-om i kroz
OTF Zebra; razmena
operativnih podataka
preko Sluzbe za
poslove sa strancima
i grani¢nih policijskih
jedinica;
komunikacija i preko
SELEC-a.

¢lanica; razmena u
okviru Frontex
zajednickih operacija
i SELEC-a; nije
zabelezen doprinos
OCD ili drugih aktera
u razmeni
informacija.

Zajednic¢ki istrazni

Postoje — JIT timovi

Postoje ad hoc -

Postoje — uCescée u

timovi i operativni | kroz EUROJUST:; | ucées¢e u JIT i|JIT timovima sa
centri operativne grupe | zajednickim podrskom
MUP-RJT- istragama sa CG i | EUROJUST-3a;
tuzilastva; Hrvatskom; operativna saradnja
uspostavljeni centri | operativni centri se | sa EUROPOL-om i
za saradnju u | uspostavljaju koriséenje
operativnim povremeno kroz | medunarodne
istragama. OTF Zebra i druge | pravne pomoéi za
radne grupe uz | prikupljanje digitalnih
podr§ku EUROPOL- | i personalnih dokaza
a; fokus na brzu|iz inostranstva;
koordinaciju usmereni na fazu
tuzilastava. otkrivanja i
dokazivanja u
prekogranic¢nim
predmetima.
Institucionalizacija | Postoji — Nacionalna | Delimi¢na — | Postoji -
saradnje i | kontakt tatka za | komunikacija institucionalna
mehanizmi EUROPOL,; oslonjena na lokalne | saradnja sa
prac¢enja Odeljenje u MUP-u | terenske kancelarije | EUROPOL-om i
za suzbijanje | Sluzbe za strance i | EUROJUST-om;
krijumcCarenja; stalne | graniCne  jedinice; | nacionalne kontakt
radne grupe sa RJT i | nedostaje tacke i koordinacija u
tuziladtvima; centralizovana okviru  regionalnih
funkcionalni struktura za | projekata i foruma
operativni centri. koordinaciju, ali | (MARRI, SELEC);
funkcionisu ad hoc | operativna
mehanizmi u | integracija u
saradnji sa | medunarodne

inicijative kao $to su
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medunarodnim Frontex zajednitke
partnerima. operacije.

[Il Nacionalni mehanizmi za borbu protiv krijumcarenja, posebno u vezi sa digitalnim
tehnologijama

Borba protiv krijum&arenja migranata u savremenom kontekstu sve viSe zahteva
transformaciju institucionalnog odgovora, posebno u pogledu izazova koje namecée
digitalizacija. lako se sve tri analizirane drzave formalno zalazu za suzbijanje krijumcarenja,
njihovi odgovori na digitalne dimenzije ovog fenomena ostaju fragmentirani, normativno i
institucionalno nedovoljno artikulisani.

U Bosni i Hercegovini, i pored postojanja odredenih institucionalnih struktura za borbu protiv
krijum¢&arenja, poput Operativne grupe koju Cine predstavnici Tuzilastva BiH, SIPA-e,
Grani¢ne policije i drugih nadleznih tela, izostaje efikasan i sistemski odgovor na izazove
digitalnog okruzenja. Ova grupa funkcioniSe bez jasno definisanog pravnog statusa, bez
zakonske ili podzakonske regulative, oslanjajuci se isklju¢ivo na neformalne oblike saradnje.
Nedostatak transparentnosti u njenom radu, odsustvo javno dostupnih zapisnika sa sastanaka
i izostanak obaveze redovnog izvesStavanja dodatno oteZavaju institucionalni nadzor i
evaluaciju ucinka u oblasti digitalno posredovanog krijumcarenja. U pogledu tehnicke
infrastrukture, BiH ne raspolaze jedinstvenim informacionim sistemom koji bi omogucio
pracenje digitalnih tragova u realnom vremenu, niti postoji zakonski okvir kojim bi se obavezali
pruzaoci internet usluga na oCuvanje i dostavljanje metapodataka relevantnih za istrage. Za
razliku od zemalja ¢lanica EU koje primenjuju Direktivu o zadrzavanju podataka, u BiH ne
postoji analogan mehanizam, §to znacajno otezava prikupljanje digitalnih dokaza. Dodatni
problem predstavlja nedostatak standardizacije digitalnih evidencija i nepostojanje
interoperabilnosti izmedu informacionih sistema razli¢itih agencija. Institucije koje u€estvuju u
istragama Cesto funkcioniSu u institucionalnoj izolaciji, bez razmene informacija, sto za
posledicu ima gubitak tragova, dupliranje napora i smanjenu efikasnost istraga.

Crna Gora takode belezi kasnjenje u razvoju specificnih operativnih mehanizama za borbu
protiv krijumc&arenja koje se odvija putem digitalnih sredstava. lako su u okviru Uprave policije
u novembru 2024. godine formirani meSoviti operativni timovi za razbijanje mreza krijumcara
migranata, koji uklju€uju i sluzbenike za visoko-tehnoloski kriminal, nedostatak ciljanih obuka
i specijalizacije u ovoj oblasti ograniCava domet i delotvornost njihovog rada. Upotreba
digitalnih alata u postupcima je u najvecoj meri ograniena na fazu vestaCenja oduzetih
uredaja, bez prethodnog strateSkog pracenja digitalnih kanala kojima se krijum¢arenje
organizuje i usmerava. Medutim, jedan od pozitivnih koraka u Crnoj Gori predstavlja plan

SMART

#= Norway ¢ Balkans CPCD By iy (remis-




i e ‘ :”.
%ﬁ 4%P C?RADANSKA

VASA PRAVA BiH EHU PA ALIJANSA .

Legal Aid Netwaork

Direkcije za azil pri Ministarstvu unutrasnjih poslova da kroz postupke saslusanja traZilaca
medunarodne zastite uvede pitanja o koriS¢enju digitalnih alata tokom migracije. Ova
inicijativa, koja predvida prikupljanje informacija o aplikacijama, forumima, druStvenim
mrezama i drugim digitalnim sredstvima koriséenim tokom puta, moze doprineti identifikaciji
obrazaca delovanja krijumcarskih mreza i boljim analitickim kapacitetima nadleznih organa,
uz zastitu osoba koje su potencijalne Zrtve.

U Republici Srbiji postoje odredeni institucionalni i tehni¢ki kapaciteti za suzbijanje
visokotehnoloSkog kriminala, pre svega kroz rad specijalizovanih organizacionih jedinica pri
Ministarstvu unutradnjin poslova i TuzilaStvu za organizovani kriminal. Ipak, uprkos tim
kapacitetima, digitalna komponenta krijumcarenja migranata ostaje nedovoljno prepoznata i
adresirana u vazecim strateSkim i normativnim okvirima. Nacionalna strategija za borbu protiv
visokotehnolo$kog kriminala za period 2019-2023. godine'3, ¢iji je period vazenja istekao, ne
prepoznaje krijumc&arenje migranata kao poseban oblik kriminalne aktivnosti koji se sve ¢eSc¢e
odvija posredstvom digitalnih komunikacionih i organizacionih alata. Fokus strategije bio je
usmeren prvenstveno na oblasti kao sto su finansijski sajber kriminal, seksualna eksploatacija
dece putem interneta i napadi na informacionu infrastrukturu, dok je fenomen krijumé&arenja
ostao izvan paznje i analitickog razmatranja. U svetlu Cinjenice da je trenutno u toku proces
izrade nove nacionalne strategije za borbu protiv visokotehnoloSkog kriminala i prateceg
akcionog plana, otvara se vazna moguénost za unapredenje strateSkog odgovora. Novi
strateSki dokumenti trebalo bi da prepoznaju rastuéu povezanost izmedu krijumc&arenja
migranata i upotrebe digitalnih tehnologija, kao i da u obzir uzmu bezbednosne nalaze koji
ukazuju na intenzivno preplitanje oblasti visokotehnoloskog kriminala i krijumcarskih
aktivnosti. Na to upucuju i nalazi iz 1zvestaja o stanju organizovanog kriminala (SOCTA), koji
ukazuju na sve izraZzeniju upotrebu digitalnih alata i tehnologija u krivi¢nim delima — uklju€ujudi
alate za anonimnu komunikaciju (VPN, TOR mreze), IP adrese iz opsega CGNAT koje
otezavaju identifikaciju korisnika, kao i kriptovalute koje se koriste za izvrSenje transakcija u
ilegalne svrhe.’ lako su ovi nalazi primarno usmereni na visokotehnoloski kriminal, oni
postaju izuzetno znacajni i za razumevanje dinamike savremenog krijumcarenja, koje sve
CeSce koristi iste mehanizme za organizaciju, placanje i izbegavanje detekcije. UkljuCivanje
digitalnih dimenzija krijumcarenja migranata u novi strateski okvir doprinelo bi ne samo
formalnom prosirivanju definicije visokotehnoloSkog kriminala, ve¢ i jaCanju kapaciteta
nadleznih institucija za izgradnju operativnih alata i razvoj specijalizovanih procedura u oblasti
digitalne forenzike. Time bi se stvorio prostor za efikasniju identifikaciju i procesuiranje mreza
koje koriste digitalne kanale za regrutaciju migranata, Sirenje informacija o rutama i nacinu

13 Nacionalna strategija za borbu protiv visokotehnoloskog kriminala za period 2019-2023, ,Sluzbeni glasnik RS* br.
37/20109.

14 SOCTA - Izvestaj o proceni pretnji organizovanog kriminala u Republici Srbiji 2023, MUP Republike Srbije - Uprava
kriminalisticke policije, Beograd, 2023, str. 47, str. 123.
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prelaska granica, kao i za organizaciju prevoza i logistike putem aplikacija za razmenu poruka
i kriptovanih platformi.

Pored toga, postojece procedure u obradi migracionih slu¢ajeva, kako na operativnom tako i
na administrativnom nivou, za sada ne integriSu u dovoljnoj meri sistematsko ispitivanje
digitalnih aspekata migracionih tokova. U tom smislu, postoji prostor za uvodenje ciljanih
intervjua i analitiCkih alata tokom obrade zahteva za medunarodnu zastitu ili drugih oblika
statusa, koji bi se odnosili na koriS¢enje digitalnih sredstava tokom migracije. Ova pitanja bi
obuhvatila, na primer, aplikacije, druStvene mreze, forume ili druge platforme koje su
koris¢ene za pribavljanje informacija o putu, kontaktima sa vodi¢ima, moguénostima smestaja
ili prelaska granica. Takav pristup bi, uz postovanje prava i zastitu osoba koje su potencijalno
bile izloZzene eksploataciji, omoguéio bolje razumevanje nac¢ina na koji krijum&arske mreze
funkcioniSu u digitalnom prostoru.

U tom kontekstu, uklju€ivanje organizacija civilnog drustva koje svakodnevno ostvaruju
kontakt sa migrantima i poseduju dragocena saznanja o iskustvima i obrascima kretanja i
komunikacije osoba u pokretu mozZe biti od zna€aja za institucinalne mehanizme suzbijanja
facilitiranja iregularnih migracija. Oslanjanje na podatke i informacije koje ove organizacije
prikupljaju na terenu, u kombinaciji sa institucionalnim analizama i bezbednosnim procenama,
moze znacajno unaprediti sveukupni kapacitet za rano prepoznavanje digitalno posredovanih
oblika krijumcarenja i za kreiranje efikasnih mehanizama zastite. Mehanizmi koji se oslanjaju
na medusektorsku saradnju, horizontalnu razmenu informacija i uvazavanje doprinosa svih
relevantnih aktera, predstavljaju odrziv i strateski utemeljen pravac ka ja¢anju institucionalne
otpornosti na nove oblike kriminala koji prate digitalnu transformaciju migracionih kretanja.

Zajednicki imenitelj za sve tri zemlje jeste nepostojanje jasnih strateskih pozicija koje bi bile
usmerene integraciji digitalne forenzike, meduinstitucionalne saradnje i normativnom uredenju
digitalnog okruzenja u cilju suzbijanja krijum&arenja migranata. U nedostatku zakonskih
mehanizama koji obavezuju na Cuvanje i razmenu digitalnih dokaza, bez obaveznih protokola
o saradnji medu agencijama, kao i bez ulaganja u kontinuiranu edukaciju i tehni¢ku opremu,
institucionalni odgovor na digitalizaciju krijum&arenja ostaje reaktivan, parcijalan i nedovoljno
efikasan. Ovo ukazuje na potrebu za hitnim unapredenjem strategija koje bi adresirale
digitalne izazove krijumcarenja kroz zakonodavne reforme, izgradnju interoperabilnih sistema
i razvoj specijalizovanih operativnih kapaciteta.

IV 1zazovi u implementaciji i sprovodenju pravnog okvira suzbijanja krijumcarenja migranata
u digitalnom kontekstu

Efikasna implementacija pravnog okvira za suzbijanje krijum&arenja migranata, posebno u
kontekstu sve ceS¢e upotrebe informacionih i komunikacionih tehnologija od strane
krijumcarskih mreza, suoCava se sa brojnim pravnim, operativnim i tehni¢kim izazovima u
analiziranim zemljama. Ovi izazovi ukazuju na potrebu za dubljom integracijom digitalne

SMART

#= Norway ¢ Balkans CPCD By iy (remis-




4'8'5 A2
&‘EB 4 C?RADANSKA

VASA PRAVA BiH EHU PA ALIJANSA .

Legal Aid Netwaork

dimenzije krijumCarenja u zakonodavne instrumente, jaCanjem kapaciteta nadleznih
institucija, unapredenjem prekograniCne saradnje i razvojem odgovarajuée tehnoloSke
infrastrukture.

U Bosni i Hercegovini, kljuéni izazov predstavlja nedostatak automatizovanih i interoperabilnih
sistema za razmenu informacija izmedu klju¢nih institucija, kao §to su SIPA i Grani¢na policija.
Ne postoji ni jedinstveno kontakt mesto za hithe medunarodne zahteve za digitalne dokaze,
vec se saradnja Cesto odvija neformalno. Dodatno, nedostatak zajednickih obuka i tematskih
aneksa koji bi regulisali razmenu i obradu digitalnih podataka ozbiljno ograni¢ava efikasnost
prekograni¢ne saradnje i postupanja u realnom vremenu.

Crna Gora se suoCava sa slinim izazovima. Vazecéi zakonski okvir ne razraduje specificne
modalitete izvrSenja koji ukljuuju upotrebu informacionih i komunikacionih tehnologija, a
odredbe o tajnom nadzoru nisu u potpunosti prilagodene digitalnim okruzenjima.
Institucionalni kapaciteti su nedovoljni, postoji proctor za unapredenje koordinacije izmedu
agencija, nedostatak kontinuirane obuke i ograni¢en broj specijalizovanih timova. Tehnoloske
prepreke ukljuCuju nedostatak alata za OSINT analizu, kripto-forenziku, kao i nepostojanje
prediktivne analitike i automatizovanih mehanizama za detekciju sumnjivih aktivnosti na
digitalnim kanalima. Ne postoji registar rizicnih platformi, niti pravha obaveza za domace
provajdere da dostavljaju podatke relevantne za istragu.

U Srbiji, iako postoje specijalizovana odeljenja za borbu protiv visokotehnoloskog kriminala i
organizovanog kriminala, digitalni aspekt krijum&arenja migranata jos uvek nije sistemski
integrisan u normativne i operativhe mehanizme. Ne postoje posebne zakonske kvalifikacije
koje bi obuhvatile digitalno posredovane oblike krijum¢arenja, dok praksa pristupa e-dokazima
ostaje fragmentisana i zavisi od sektorske inicijative. Operativna saradnja izmedu sektora za
migracije, organizovani kriminal i visokotehnoloSki kriminal nije formalizovana, a razmena
podataka se odvija bez jedinstvenog informacionog sistema. Tehnicki resursi za digitalnu
forenziku i analizu komunikacija postoje, ali se nedovoljno koriste u slu€ajevima krijumcarenja.
Nedostaju sistematske preventivne kampanje usmerene na demistifikaciju krijumcarskih
poruka u digitalnom prostoru, kao i mehanizmi za praéenje sadrzaja na jezicima visoko rizi¢nih
migracionih ruta.

ZajedniCki izazov za sve tri zemlje jeste nedovoljno povezivanje sektora borbe protiv
krijum€arenja i visokotehnoloSkog kriminala. Sa druge strane, tehnoloski napredak u
upotrebi digitalnih tehnologija od strane organizovanih kriminalnih grupa koje se bave
krijuméarenjem migranata istovremeno predstavlja i vazan resurs u suzbijanju ovog
vida kriminala. Praksa pokazuje da digitalni alati, ako se pravilno i zakonito koriste, zna¢ajno
doprinose prikupljanju operativnih i procesnih dokaza, identifikaciji osumnji¢enih i
rekonstrukciji kriminalnih mreza.
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Jedan od najvaznijih instrumenata u ovom kontekstu jesu posebne istrazne radnje, koje
uklju€uju tehnicki nadzor komunikacija, tajno pracenje i snimanje, lociranje mobilnih uredaja,
kao i koriS¢enje naprednih metoda digitalne forenzike. Potom, upotreba dronova, ANPR
kamera (Automatic Number Plate Recognition), tehnic¢kih uredaja za snimanje i
praéenje vozila i lica, kao i geolociranje baznih stanica mobilnih telefona, postaje
standardna operativha praksa u slu€ajevima (organizovanog) kriminala. Ove metode
omogucavaju nenametljivo, ali kontinuirano praéenje i dokumentovanje aktivnosti pripadnika
kriminalnih grupa. Dodatno, vaznu ulogu imaju specijalizovana sajber odeljenja unutar
policijskih i pravosudnih institucija, koja su obu€ena za otkrivanje, Cuvanje i analizu digitalnih
tragova — od mobilnih uredaja i raCunara do klaud servisa i zatvorenih digitalnih mreza. Klju¢na
karakteristika digitalnih dokaza jeste njihova distribuiranost, jer se retko nalaze na jednoj
fiziCkoj lokaciji, $to zahteva holisticki pristup od samog pocetka istrage. Ova vrsta rada
povezuje Protokol protiv krijum€arenja migranata sa Konvencijom o
visokotehnolo§kom kriminalu, budué¢i da i jedan i drugi medunarodni instrument, iako
normativno odvojeni, u praksi sve ¢esc¢e zahtevaju medusobnu koordinaciju radi identifikacije
i procesuiranja pocinilaca. Isto tako, aktivno prisustvo policijskih agencija na internetu,
uklju€uju¢i monitoring drustvenih mreza, digitalnu ekstrakciju sadrzaja sa mobilnih telefona i
saradnju sa internet provajderima i tehnoloskim platformama, omoguc¢ava pravovremenu
identifikaciju Sema krijumcarenja i kvalitetno prikupljanje dokaza. Na taj nacin, internet i
digitalne tehnologije ne predstavljaju isklju¢ivo prostor zloupotrebe, ve¢ i snazan alat
za prevenciju i borbu protiv krijumé&arskih mreza, Cime se afirmiSe njihova pozitivna
funkcija u zastiti migranata i oGuvanju bezbednosti.

V Preporuke

o PreporuCuje se da se u krivicnopravni okvir jasno i izri€ito uvrste sve otezavajuce
okolnosti koje proizlaze iz Protokola protiv krijum¢&arenja migranata. Posebno je vazno
da se i krijumcarenje migranata koje se vrsi uz pomoc¢ digitalnih tehnologija normativno
prepozna kao otezavajuca okolnost, s ciliem da se istraznim organima olaksa

identifikacija i kvalifikacija stepena kriminalnog ponasSanja u domenu
visokotehnoloskog kriminala, $to bi trebalo da povu€e za sobom i primenu strozijih
kazni.

e Raditi na uskladivanju nacionalnih propisa sa Konvencijom o visokotehnoloSkom
kriminalu i njenim dodatnim protokolima.
e U potpunosti uskladiti domaci pravni okvir sa EU direktivama, narocito:
o Regulativom o e-dokazima (E-Evidence);
o Direktivom o zastiti granica i nadzoru kripto-transakcija
e Precizirati procesne norme koje omogucavaju koriS¢enje digitalnih tragova kao
validnih dokaza, uz odgovarajuce zastithe mehanizme.
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o Uspostaviti i ojacati multisektorski pristup na operativnom nivou kroz formiranje
specijalizovanih timova za digitalne istrage i forenziku u okviru policije i tuzilastava.

o Obezbediti kontinuiranu obuku policijskih sluzbenika, tuZilaca i sudija u vezi sa
identifikacijom, prikupljanjem, o€uvanjem i prezentacijom digitalnih dokaza.

¢ Organizovati godiSnje simulacione vezbe ("tabletop exercises") s temom
krijumcarenja kao digitalne usluge.

¢ Unaprediti tehniCke kapacitete istraznih organa, posebno u oblasti koris¢éenja OSINT
alata, analize kripto-transakcija i digitalne forenzike zasti¢enih uredaja.

e Razviti nove aplikacije sa Al komponentom koje bi skenirale sadrZzaj na drustvenim
mrezama u odnosu na krijum¢&arenije ljudi.

e Jacati bilateralnu i multilateralnu saradnju s medunarodnim institucijama i agencijama

e Razmotiriti mehanizme za formalizacija uloge organizacija civilnog drustva (OCD) u
sistemu ranog upozoravanja, identifikaciji zrtava i razmjeni relevantnih informacija kroz
pravno utemeljene protokole saradnje, mehanizme povijerljivosti i zastite podataka

e Pokrenuti digitalne kampanje za informisanje migranata na rizi€nim jezicima, kao i
kampanje umerene na domace stanovnistvo kojima se S$iroj javnosti priblizavaju
aspketi krivicnopravne odgovornosti u slu¢ajevim akrijumé&arenja migranata
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ABBREVIATIONS

Al Artificial intelligence

ANPR Automatic Number Plate Recognition

BIH Bosna i Hercegovina

CG Crna Gora

CGNAT Carrier-Grade Network Address Translation (Mrezna tehnologija za deljenje
IP adresa medu viSe korisnika)

VPN Virtual Private Network (Virtuelna privatna mreza)

EU Evropska unija

EUROPOL European Union Agency for Law Enforcement Cooperation (Evropska
policijska agencija)

EUROJUST European Union Agency for Criminal Justice Cooperation (Evropska
pravosudna saradnja)

IOM Medunarodna organizacija za migracije

JIT Joint investigatioin team

MARRI Migration, Asylum, Refugees Regional Initiative (Regionalna inicijativa za
migracije, azil i izbeglice — Zapadni Balkan)

OoCD Organizacije civilnog drustva

OKG Organizovane kriminalne grupe

OTF Open Technology Fund (Fondacija koja podrzava tehnologije otvorenog
koda za digitalna prava i slobode)

OSINT Open Source Intelligence (obavestajne informacije iz otvorenih izvora)
RJT Republicko javno tuzilastvo

RNM Republika Severna Makedonija

SIENA Secure Information Exchange Network Application: Bezbedna platforma za
razmenu informacija medu agencijama za sprovodenje zakona u EU.

SELEC Southeast European Law Enforcement Center (Centar za sprovodenje
zakona jugoistoéne Evrope)

UNTOC United Nations Convention against Transnational Organized Crime
(Konvencija Ujedinjenih nacija protiv transnacionalnog organizovanog kriminala)
UNODC United Nations Office on Drugs and Crime (Kancelarija UN za drogu i
kriminal)

UNHCR United Nations High Commissioner for Refugees (Visoki komesarijat UN za
izbeglice)

UsSDT Tether (Stabilna kriptovaluta Cija je vrednost vezana za americki dolar)
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GPS Global Positioning System (Globalni sistem za pozicioniranje)

Methodology

This document is the result of a regional research study conducted within the framework of a
project implemented in Serbia, Bosnia and Herzegovina, and Montenegro from April 2024 to
June 2025. The aim of the research was to examine the link between the use of information
and communication technologies (ICT) in the context of migrant smuggling and the normative
and institutional responses of states that are parties to the Convention on Cybercrime, as well
as their obligations arising from the Protocol against the Smuggling of Migrants.

The research was conducted in two phases. The first phase focused on field data
collection, which included semi-structured interviews with migrants and representatives of civil
society organizations, as well as data gathered through an online questionnaire. Fieldwork
was carried out in various settings, including temporary reception centers, information and
support sites for migrants, and online platforms. The research adhered to the principles of
confidentiality, voluntariness, and personal data protection, with full respect for ethical
standards in research involving vulnerable groups. The questionnaires and interviews were
based on the analytical framework defined in the document Methodology for National Inputs
on the Modalities of the Use of High Technology (‘ICT’) by Organized Criminal Groups and the
Risks to which Migrants are Exposed, developed in consultation with experts in criminal law,
security, cybercrime, and human rights.

The research team documented patterns of digital tool use by smuggling networks, the
decision-making processes of migrants, the vulnerabilities they face, and the communication
channels between migrants and relevant authorities. During the fieldwork, information was
also gathered through meetings with relevant institutions and participation in expert forums.
The collected information was consolidated into national reports, which served as the basis
for the preparation of this document.

Based on the information collected during the first phase, a methodology was developed for
the analysis of the legal framework, with the aim of examining the relationship between the
obligations of states party to the Convention on Cybercrime and the legal framework for
combating migrant smuggling—the second phase. The Second phase included a
comparative analysis of the legal frameworks in all three countries, focusing on the alignment
of national legislation with the provisions of the Protocol and the Convention. Additional
interviews were also conducted with investigative bodies, public prosecutors, police
structures, and other relevant actors involved in the protection of the rights of smuggled
migrants, including independent human rights protection bodies.

The primary objective of this study is to enable a deeper understanding of the growing
interconnection between digital crime and migrant smuggling. The study seeks to consolidate
and systematize operational data on specific actions taken by smugglers that rely on digital
technologies, with particular attention given to whether and to what extent these actions fall
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under the legal definitions of cybercrime. Based on this analysis, the aim is to identify gaps
and inconsistencies in the existing legislation and highlight the need for the introduction of
specific legal qualifications that would facilitate better identification, evidence gathering, and
prosecution of digitally facilitated forms of smuggling.

In this regard, we believe that this analytical effort will contribute to a deeper understanding of
the complexity of the issue and provide relevant insights that may be useful to policymakers
in shaping, developing, and improving strategic and normative responses in this area.
Additionally, this type of research and fieldwork provides direct insight into the scope of
information held by civil society organizations, which may be relevant for the operational work
and investigations conducted by competent state authorities.

An effective and sustainable system for combating migrant smuggling must be based on the
consistent application of international standards, particularly those contained in the Protocol
against the Smuggling of Migrants by Land, Sea, and Air. In this context, the study provides
an overview of the current level of alignment of domestic legislative and institutional
frameworks with the provisions of the Protocol, not only in terms of criminalization and the
criminal justice response, but also regarding other key obligations assumed by states upon
ratifying this instrument.
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| Introduction — The Link Between Cybercrime and Migrant Smuggling

Modern forms of migrant smuggling are increasingly taking on the characteristics of high-tech
crime. In the digital era, smuggling is no longer limited to the physical transportation of
individuals across borders—it has evolved into a complex, transnational operation of high
technical and logistical sophistication, where cyberspace plays a central, rather than auxiliary,
role. According to reports from Frontex and Europol, smuggling networks operating in the
Western Balkans are increasingly relying on digital tools to organize, coordinate, and conceal
their activities.".

This report analyzes the ways and extent to which digital technologies are used to facilitate
irregular migration, based on field research and qualitative data collected in Serbia, Bosnia
and Herzegovina, and Montenegro.

Almost all stages of smuggling—from the initial contact with migrants, to logistics,
communication, transportation, payment, and verification of “services” rendered—are now
conducted, to varying degrees, in digital spaces. The recruitment of migrants (i.e., attracting
migrants as clients for smuggling services) typically begins through social media platforms
such as Facebook, TikTok, and Instagram, where smugglers post ads “promoting” their
services, offering “safe and fast” routes to the European Union. Often, the communication is
tailored in the migrants’ native languages and supported by visual materials (photos, videos
of successful border crossings) with the aim of building trust and demonstrating the smugglers'
“professionalism.” After the initial contact, communication shifts to closed and encrypted
channels on platforms such as WhatsApp, Telegram, and Signal. These platforms are used to
exchange key logistical information: coordinates for pick-up and drop-off points, identities of
intermediaries, vehicle details, and instructions on how to avoid police checkpoints. According
to field reports, it is not uncommon for organizers based abroad (e.g., in Egypt) to monitor the
exact location of migrants in transit countries using appropriate navigation apps. Through
mobile applications, drivers receive the coordinates of migrant pick-up points only when they
are certain that they are not being followed by police. In some cases, official online cameras
at border crossings are used to select “less monitored” routes.

The use of pseudonyms, self-deleting messages, and real-time location sharing features
allows a high degree of operational flexibility and anonymity. Within the same communication
channels, smugglers share photos and videos of migrants as proof that the “service” was

! Frontex & Europol (2021), “Digitalisation of migrant smuggling: Digital tools and apps enabling facilitation”, Council
doc. 12353/21, 29 September 2021, dostupno na: https://www.statewatch.org/media/2870/eu-frontex-europol-
digitalisation-migrant-smuggling-report-12353-21.pdf .
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successfully completed—these are sent to organizers to authorize payment. These videos
often show migrants exiting vehicles, stating their names and country of arrival, or standing in
front of recognizable landmarks. In addition to serving as evidence, such content is also used
as “marketing material” on social media to attract new clients. Of particular importance is the
role of digital space in carrying out financial transactions. Messages and images exchanged
within closed groups often include payment codes for the Hawala system—a traditional but
difficult-to-trace method of money transfer—as well as information about cryptocurrency
payments using Bitcoin and Tether. Although the use of digital currencies is not yet dominant,
there is a clear perception among smugglers that their use as a payment method is increasing.
Their decentralized nature allows transactions to take place outside institutional oversight and
without leaving regulatory traces, significantly complicating efforts to track financial flows and
identify the actors behind them.

Such a structure of digital communication presents a serious challenge for investigative
authorities for several reasons. First, end-to-end encryption prevents the passive interception
of communications even when there is a legal basis for it, forcing investigators to rely on
physical surveillance of communication (e.g., devices installed in vehicles) or forensic
processing of seized devices—methods that are technically demanding, costly, and time-
sensitive. Second, self-destructing messages erase evidence before it can be preserved,
while virtual numbers and fake accounts further obscure the identities of those involved. Third,
even when parts of the communication can be reconstructed, the decentralized and horizontal
structure of smuggling networks complicates the identification of roles and hierarchies—there
are often no clear links connecting perpetrators with the organizers. In many cases, individuals
who physically transport migrants (such as drivers or guides for crossing green borders) have
no direct contact with the organizers and receive instructions indirectly, often without knowing
the identity of those ordering the operation. Consequently, even when a person is identified, it
is legally and technically difficult to prove their integration into a wider criminal structure. In
addition, the fast-paced nature of digital communication, the use of multiple devices and
accounts, and the fact that many operators act from abroad (often from countries that
cooperate in criminal matters), further fragment the flow of information and reduce the
effectiveness of traditional investigative methods. In this way, digital infrastructure not only
facilitates smuggling but actively destabilizes the legal and technical foundations needed to
combat it.

Cases have also been recorded in which technology was abused for extortion purposes.
Migrants were kidnapped and abused instead of being transported to their intended
destinations, and recordings of the abuse were sent to the migrants’ families via digital apps,
accompanied by threats and ransom demands. These methods demonstrate not only the
brutality but also the high level of sophistication of the digital criminal environment behind
human smuggling. Furthermore, the fact that activities facilitating irregular migration often
intersect with cybercrime significantly complicates the situation. For example, there have been
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cases where smugglers used digital tools to manipulate documents—including the alteration
of e-visas, biometric passports, and residence permits—as well as the creation of fake
websites mimicking official migration, visa, or work permit services in order to deceive migrants
and profit financially. These criminal practices confirm that migrant smuggling increasingly
functions as a complex digital operation, in which traditional migration routes and physical
activities are supplemented—and often replaced—by sophisticated cyber components.
Although legal frameworks for combating cybercrime exist, the connection between digital
crime and migrant smuggling remains underexplored and lacks systematic grounding,
preventing an effective institutional response and, in the long term, undermining efforts to
combat this form of organized crime. For this reason, the fight against migrant smuggling must
include an interdisciplinary and integrated approach that combines criminal investigation,
cybersecurity, and forensic expertise, along with international cooperation. It is essential to
further investigate the links between cybercrime and smuggling, strengthen digital
investigation capacities, and improve the legislative framework to address the complex
challenges this form of criminal activity poses to modern states.

Il State Obligations under the Convention on Cybercrime

he Council of Europe Convention on Cybercrime, also known as the Budapest Convention?,
is the first and most important international legal instrument focused on combating crime
committed through the use of information and communication technologies. Adopted in 2001,
the Convention has multiple objectives: to harmonize substantive criminal law in the field of
cybercrime among its signatory states, to enable effective and proportionate procedural
mechanisms for the collection and preservation of electronic evidence, and to establish a
functional framework for swift and reliable international cooperation in combating and
prosecuting cybercrime.

The Convention sets forth a comprehensive set of norms and standards that obligate signatory
states to establish legislative, institutional, and technical frameworks for identifying,
preventing, and prosecuting socially harmful behavior in the digital sphere. In addition to its
substantive provisions that define specific cyber offenses, the Convention is notable for its
well-developed set of procedural tools that enable competent authorities to apply modern
investigative methods, including:

e Expedited preservation of stored data,

o Expedited preservation and partial disclosure of traffic data,

2 The Council of Europe Convention on Cybercrime (Budapest Convention), adopted on November 23, 2001, entered
into force on July 1, 2004. The full text of the Convention is available at: https://www.coe.int/en/web/conventions/full-
list/-/conventions/treaty/185.
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e Production order for data,

e Search and seizure of stored computer data,
o Real-time collection of traffic data,

e Interception of content data.

It is important to emphasize that the Budapest Convention is the only globally accepted and
legally binding instrument in this domain that provides concrete, practical tools for state
authorities—such as prosecutors, police, and courts—as well as other relevant actors,
including specialized technical teams and institutions, to build an effective international
mechanism for combating cybercrime.

The Convention criminalizes nine core forms of cybercrime:

lllegal access (“hacking”), Article 2;
lllegal interception (eavesdropping on data/communications), Article 3;
Data interference, Article 4;
System interference (e.g., DDoS attacks), Article 5;
Misuse of devices (malware, password crackers, "dual-use" tools), Article 6;
Computer-related forgery, Article 7;
Computer-related fraud, Article 8;
Offenses related to child pornography (possession, distribution, facilitating access),
Article 9;

o Offenses related to copyright and related rights violations (digital piracy), Article

10.

In addition to the core offenses, the Convention obliges signatory states to criminalize
attempts, aiding and abetting, incitement, and transnational forms of the offenses listed above
(Article 11). Beyond substantive criminal law, the Convention thoroughly regulates procedural
aspects (Section I, Articles 14—21), as well as international cooperation mechanisms (Chapter
I, Articles 23-35). Although its procedural provisions are primarily intended for cybercrime,
they may also be applied to other criminal offenses when such offenses are committed using
digital means or when electronic evidence is necessary for their prosecution. In this way, the
Convention attains broader significance beyond the scope of “traditional” cybercrime.

This broader applicability is particularly relevant in analyzing the phenomenon of migrant
smuggling. A detailed analysis of the acts involved in the commission of migrant smuggling in
practice reveals that many phases of this criminal phenomenon involve elements of
cybercrime—ranging from organization and internal communication, the use of encrypted
messaging applications, forgery of digital documents, creation of fake websites, and
manipulation of digital traces, to the transfer of funds through decentralized systems such as
cryptocurrencies. In this context, migrant smuggling may involve specific acts that could be
classified (provided other elements of the criminal offense are also met) as offenses under the

H= Norway  5¢ Balians

and Mediation

Institute e
c D N for Democracy CCCRPM ‘Tﬁ"’”
promecijucivilasg drugtva p——




et

1O |
GRADANSKA
ALIJANSA

Civic Alliance - Aleanca qytetare

%P

GRUPA

VASA PRAVA BiH
Legal Aid Metwork

Budapest Convention, such as: computer-related fraud, forgery, data interference, use of
illegal devices, and others.

Therefore, an integrated approach is necessary—one that links the fight against cybercrime
with anti-smuggling policies—in order to more effectively address the complexity and
digitization of contemporary criminal patterns. A comparative overview of these links is
presented in the following section:

Link to
Migrant the

Smugglin | Conventio
e] n

lllegal In the | Article 2. Unauth
access 1o | context of orized access
computer migrant to  protected
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(Criminal
Code)
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Descriptio Article of
n of the
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ized
access to
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access to computer
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without
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computers,
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electronic data
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may
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containing
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on border
controls,
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forgers use
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embassy

processing electroni
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3 The actions described in this table represent activities identified during desk research conducted in Serbia, Bosnia
and Herzegovina, and Montenegro. They relate to the practices of smuggling networks in the process of facilitating
irregular migration that involve or rely on digital technologies.
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lIl Legal Framework for Combating Migrant Smuggling

1. Protocol Against the Smuggling of Migrants by Land, Sea and Air

The most important international legal instruments governing the suppression of migrant
smuggling, ratified by Serbia, Bosnia and Herzegovina, and Montenegro, are the United
Nations Convention against Transnational Organized Crime (UNTOC) and the Protocol
Against the Smuggling of Migrants by Land, Sea and Air. While the Convention establishes
general measures for combating transnational organized crime, the Protocol specifically
regulates this form of crime in the context of migrant smuggling. Together, these instruments
enable states to respond comprehensively to the phenomenon of migrant smuggling—
particularly important given its cross-border nature and frequent links to other illicit activities
such as human ftrafficking, arms and drug trafficking, or money laundering. The objective of
the Protocol is "to prevent and combat the smuggling of migrants, as well as to promote
cooperation among States Parties to that end, while protecting the rights of smuggled
migrants."”

Criminalization

In accordance with Article 6 of the Protocol, states are obliged to criminalize the following
acts when committed for the purpose of obtaining a financial or other material benefit:

o Migrant smuggling, defined as ‘the procurement, in order to obtain, directly or
indirectly, a financial or other material benefit, of the illegal entry of a person into a
State Party of which the person is not a national or a permanent resident.” lllegal entry
is defined as “crossing borders without complying with the necessary legal
requirements for entry into the receiving State.” (Art. 6, para. 1(a))

o Enabling unlawful stay, i.e., allowing a person who is not a national or permanent
resident to remain in a state without fulfilling the legal requirements for residence. (Art.
6, para. 1(c))

o Acts aimed at facilitating migrant smuggling, including:

1. Producing fraudulent travel or identity documents (Art. 6, para. 1(b)(i));
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2. Procuring, providing, or possessing such documents (Art. 6, para. 1(b)(ii));

3. Organizing or directing others to commit any of the above offenses (Art. 6, para.

2(c)).

Completion of the offense is not required for criminal liability. According to Article 6, paragraph
2(a), an attempt to commit any of these offenses is also considered a criminal offense.

Additionally, the Protocol obliges states to criminalize:

e Organizing or directing others to commit the offense of migrant smuggling or related
acts (Art. 6, para. 2(c));

o Attempting to commit any of the above acts (Art. 6, para. 2(a));

o Participation, i.e., the criminal liability of persons involved in the commission of the
offense besides the principal perpetrator, in cases of smuggling, enabling unlawful
stay, or document forgery (Art. 6, para. 2(b)).

The Protocol also provides that States Parties shall take necessary measures, in accordance
with their national legislation, to penalize transporters (including companies and
owners/operators of transport means) who fail to verify whether passengers possess the
required travel documents to enter the receiving state (Art. 11, paras. 3—4).

In addition to the obligation of criminalization, Article 6, paragraph 3 of the Protocol requires
states to include aggravating circumstances in their legislation, particularly in cases where
smuggled persons are subjected to inhuman or degrading treatment, including exploitation, or
when the commission of the offense resulted in, or could have resulted in, endangering their
life or safety.

The UNODC Model Law against the smuggling of migrants proposes a set of optional
aggravating circumstances tailored to the specific nature of this offense, which States Parties
may incorporate into their legislation. These include: exploiting the vulnerability of migrants for
profit; causing injury or death to migrants; prior criminal history; links to organized crime; use
of drugs or weapons; smuggling of a large number of persons; official involvement or abuse
of public office; involvement of children or pregnant women; exploitation of persons with
disabilities; use of or threat of violence; destruction or confiscation of travel documents.

2. Alignment of National Legislation with the Protocol

Serbia, Montenegro, and Bosnia and Herzegovina have incorporated the issue of migrant
smuggling into their national legal frameworks by adopting criminal law provisions that define
this criminal offense and prescribe appropriate sanctions. However, there are differences in
how the acts constituting the criminal offense of migrant smuggling are defined, the conditions
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related to the offender’s financial or material gain, the recognition of aggravated forms of
smuggling, and sentencing policies. These differences reflect the varying approaches of the
states in regulating and categorizing smuggling activities, which directly affect legal
classification and the severity of penalties imposed in practice.

2.1. Definition of the Criminal Offense

The definition of the criminal offense of migrant smuggling varies across the criminal legislation
of the observed countries. In Serbia and Montenegro, it is covered under a single criminal
offense, whereas in Bosnia and Herzegovina it consists of several distinct offenses. In the
legislation of Bosnia and Herzegovina, the smuggling of migrants is classified as a criminal
offense against humanity and values protected under international law, indicating a higher
degree of social harm and greater alignment with international standards. In contrast, in Serbia
and Montenegro, it is categorized as an offense against public order and peace, which may
reflect the legislator’s tendency to treat it primarily as a security issue rather than a serious
human rights violation.

In all the legal systems analyzed, criminal liability is established for all natural persons—
regardless of nationality—who commit the offense within the territory of the state, as well as
for acts committed abroad by nationals of that state. In general, criminal liability is also
foreseen for legal entities, as well as for natural persons acting on behalf of and for the benefit
of legal entities, when the offenses are related to migrant smuggling.

Below is a comparative table presenting how the core obligations under Article 6 of the
Protocol against the Smuggling of Migrants have been incorporated into the national
criminal legislation of Serbia, Bosnia and Herzegovina, and Montenegro, with a focus on the
key elements of criminal law incrimination.

Table 1: Criminalization of Acts under Article 6 of the Protocol in National Legislation

Smuggling of migrants for gain (Art. Article 350(2) CC Article Article 405(2)
6(1)(@)) 189 (1) |CC

CcC
Production of false documents (Art. Article 355 (1) CC, Article Article 412
6(1)(b)(i)) Article 356, Article 357 | 189 (1) | (1) CC, 413

CcC CC, 414 CC
Acquisition or possession of Article 355 (1) CC Article Article 412
documents (Art. 6(1)(b)(ii)) 189 (1) |(1)CC

CcC
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Enabling illegal stay (Art. 6(1)(c)) Article 350 (2) CC Article Article 405
189 (2) | (2)CC
cC
Attempt (Art. 6(2)(a)) Article 30 CC Article Article 20 CC
26 CC
Participation (Art. 6(2)(b)) Article 350 (3) CC Article Article 405
189 (3) |(3)CC
CcC
Organizing/Directing others (Art. Article 350 (3) and 350 | Article Article 401
6(2)(c)) (4)CC 189a CC | CC, 401aCC
Aggravating circumstances (Art. 6(3)) | Article 350 (3) CC Article Article 405(3)
189 (3) |CC
-(5)CC

The legislative frameworks of all three analyzed countries largely meet the formal
requirements of Article 6 of the Protocol against the Smuggling of Migrants, which concerns
the criminalization of the basic forms of smuggling. The core elements of the definition of
migrant smuggling—such as facilitating the illegal entry of a person who is neither a national
nor a permanent resident of a particular country, with the intent of obtaining material benefit—
are incorporated into the criminal laws of all three countries. However, despite the general
alignment of the basic definition, there are certain differences in how specific acts constituting
the offense are defined and covered by legislation. In some cases, legislators have made the
element of material benefit a required component only for certain, but not all, criminalized acts.
For example, in Montenegro, the offense of “unauthorized facilitation of the crossing of others
across borders” does not require the existence of material benefit as a necessary condition
for criminal liability. This opens the door to varying interpretations in practice, depending on
the specific conduct of the perpetrator. A similar approach is found in the legislation of Bosnia
and Herzegovina, where the definition of the offense includes a wide range of criminalized
actions such as recruitment, transportation, concealment, provision of protection, or otherwise
enabling the stay of smuggled persons. However, for these acts, the legislator has not
established material benefit as a mandatory element of the offense. As in the case of
Montenegro, this creates space for interpretations whereby the execution of such acts—
though covered by the legal text—could be prosecuted without proving material gain. This
may be problematic from the standpoint of full compliance with Article 6 of the Protocol, which
emphasizes the element of material or financial benefit as a key distinction between migrant
smuggling and other forms of assistance to migrants, including humanitarian aid. On the other
hand, the criminal laws of Serbia, Bosnia and Herzegovina, and Montenegro, where they
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explicitly require the existence of benefit, state that it may refer to financial or other (“some”)
benefit, implying that the gain may be either material or non-material. This formulation is
formally aligned with the Protocol, which does not require exclusively financial profit, but it still
leaves room for varied interpretations in practice—especially in cases where the benefit is not
expressed directly in money or tangible goods.

In addition to the aforementioned acts of commission, it is important to highlight that some
legislators, within the provisions regulating the criminal offense of smuggling, have also
criminalized activities that do not constitute migrant smuggling within the meaning of
the Protocol. For example, the criminal codes of Montenegro and Serbia broaden the scope
of smuggling by including acts such as violent crossings or attempted crossings of state
borders, including armed crossings or the use of force. This classification goes beyond the
framework established by the Protocol and introduces actions which, under international law,
are not considered migrant smuggling. This raises questions about compliance with the
precise definitional scope set out in Articles 3 and 6 of the Protocol. Such an approach may
lead to legal conflation between smuggling and other offenses related to public order and
border security, which would be more appropriately addressed through separate legal
provisions rather than those governing migrant smuggling.

Acts related to the forgery or use of false documentation—such as the production,
procurement, and possession of forged travel documents—are recognized as criminal
offenses in all the jurisdictions analyzed. In the legislation of Serbia and Montenegro, these
acts are covered under distinct criminal offenses, allowing for their prosecution in concurrence
with the offense of migrant smuggling. This approach may result in the imposition of harsher
penalties in the event of a conviction, since the same individual may be prosecuted for multiple
offenses. In contrast, in the legislation of Bosnia and Herzegovina, acts related to false
documentation are included as part of the basic form of the offense of smuggling, which limits
the application of the principle of concurrence, but at the same time allows for an integrated
approach in qualifying more complex forms of conduct.

All three countries provide for criminal liability for attempt, complicity, and organizing or
inciting others to commit the offense. Attempt, complicity, and incitement are regulated
through general provisions of criminal law and apply to all offenses, including migrant
smuggling. At the same time, acts carried out by a group of individuals—especially by an
organized criminal group—are normatively recognized as aggravating or qualified
circumstances. In Serbia, participation in an organized criminal group is treated as a qualified
circumstance within the offense of migrant smuggling itself. In Bosnia and Herzegovina,
organizing a group or association for the purpose of committing the offense of “migrant
smuggling” is treated as a separate criminal offense, regulated by Article 189a of the
Criminal Code of BiH. In Montenegro, membership in a criminal group is not addressed within
the smuggling offense but is separately criminalized under general offenses of criminal
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association (Article 401) and establishing a criminal organization (Article 401a) of the
Criminal Code. This approach in BiH and Montenegro allows for the prosecution of group
members independently of the legal qualification of the smuggling act itself, enabling the
cumulative prosecution of criminal offenses and the imposition of harsher sanctions in
practice.

With regard to the regulation of aggravating circumstances, all three analyzed countries have
incorporated certain qualifying elements into their criminal law provisions on migrant
smuggling, in line with Article 6, paragraph 3 of the Protocol. However, despite this formal
harmonization, there are substantive differences in how and to what extent these aggravating
circumstances are defined in national legislation, which directly affects the legal qualification
of the offense, the severity of prescribed penalties, and overall sentencing policy.

In the Republic of Serbia, the Criminal Code prescribes aggravating circumstances including
the commission of the offense by a group or organized criminal group, abuse of official
position, and commission of the offense in a manner that endangers the life or health of
smuggled persons, or if a larger number of migrants is smuggled. However, circumstances
relating to the endangerment of migrants’ safety, their exploitation, and inhuman or
degrading treatment are not explicitly recognized as aggravating elements. When these
circumstances are present, they may be considered through the cumulative prosecution of
separate offenses, which in practice complicates consistent and effective prosecution—
especially when clear evidence for qualifying the conduct as a separate offense is lacking. A
similar approach is observed in the legislation of Montenegro. Although basic aggravating
circumstances are prescribed, the law does not include provisions addressing the
endangerment of smuggled migrants’ safety or their exposure to inhuman and
degrading treatment or exploitation. These circumstances, given the specific modus
operandi of smuggling networks, are often difficult to qualify as standalone offenses—
particularly from the perspective of investigative authorities who face challenges in gathering
evidence. Therefore, explicitly recognizing these circumstances as aggravating factors
within the offense of migrant smuggling would strengthen consistency in criminal justice
responses and reinforce the preventive function of criminal sanctions. It would allow for the
adequate sanctioning of smugglers who transport migrants under conditions that meet the
criteria of inhuman treatment or violate the right to safety and human dignity, in line with
international human rights standards.

When assessing the degree to which aggravating circumstances have been incorporated into
national legislation, it should be noted that even when certain circumstances listed in the
Protocol are not included in the specific article on smuggling, the general provisions of
criminal law still allow judges to consider relevant facts as aggravating factors during
sentencing. This means a judge can impose a sentence closer to the maximum for the basic
form of the offense (e.g., instead of the minimum of 1 year, a sentence closer to the maximum
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of 8 years), but this will not carry the same legal weight as a sentence for a qualified form
of the offense (e.g., one with a sentencing range of 5 to 12 years). Thus, while the sentence
may be more severe, it would still not reflect the most serious possible penalty. In the
absence of formal recognition of these circumstances as qualifying elements, there is a
greater potential for legal uncertainty and inconsistent judicial practice, which undermines
the uniformity and predictability of sentencing policy.

In contrast to Serbia and Montenegro, the legislative framework of Bosnia and
Herzegovina demonstrates a higher level of alignment with international standards. The
Criminal Code of Bosnia and Herzegovina, in addition to prescribing basic aggravating
circumstances—such as commission of the offense by an organized group, abuse of official
position, and endangering the life or health of smuggled persons—also includes other key
qualifying elements. These include endangering the safety of smuggled persons, inhuman
or degrading treatment, commission of the offense against minors under the age of 18,
and the death of one or more smuggled persons as a consequence of the offense. This
approach enables more comprehensive recognition of the harmful consequences of
smuggling and better protection of victims through the criminal justice system, while respecting
the standards set out in international human rights instruments and instruments for combating
organized crime. On the other hand, experts in Bosnia and Herzegovina note that the law
does not recognize specific aggravating circumstances stemming from the digital nature
of contemporary smuggling practices, such as the use of online platforms,
cryptocurrencies, encrypted communications, or digital document manipulation. This
opens the door for further normative improvements to align the legal framework with the
increasingly technological dimension of criminal networks.

Example 1: Case Overview — “Zvornik 2023”

In the case prosecuted by the Prosecutor’s Office of Bosnia and Herzegovina under the
name ‘Zvornik 2023”, the role of digital technologies in the organization of migrant
smuggling was clearly evident. The indictment was filed against five individuals who used
the Telegram application to recruit migrants from Belgrade and facilitate their transfer across
the territory of Republika Srpska toward the EU border. Communication within the group
took place exclusively via closed and encrypted Telegram channels, using pseudonyms and
automated bots for coordination. Payments were made in the cryptocurrency USDT
(Tether), enabling transactions to occur without traces in the traditional banking system.
According to the evidence in the indictment, digital wallets located in jurisdictions with a low
level of legal assistance were used, further complicating the investigation.

During the investigation, the identities of the migrants and group members were confirmed
through analysis of email communications, GPS logs from seized mobile devices, and digital
payment reports obtained through international legal assistance. The role of open-source
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intelligence (OSINT) was particularly emphasized—investigators identified relevant profiles
and connections between participants via social media and dark web forums. In the court
proceedings, the Court of Bosnia and Herzegovina concluded that the use of sophisticated
digital infrastructure—including encrypted communication channels, anonymous wallets,
and online recruitment—constituted an aggravating factor for the conduct of the
proceedings and the identification of the perpetrators. However, the judgment did not
formally recognize the existence of aggravating circumstances based on the digital
elements of the offense. As a result, this case is used as an example of the need for legal
clarification of digital forms of smuggling and their qualification.

The “Zvornik 2023” case highlights the growing need to align procedural and substantive
law with the realities of modern digital crime, as well as the need to strengthen the capacities
of prosecutors, courts, and law enforcement agencies in handling digital evidence,
international cooperation, and the legal classification of digitally facilitated forms of
organized crime.

2.2. Sentencing Policy under the Protocol and Convention — Obligations and Standards

The Protocol against the Smuggling of Migrants does not prescribe specific penalties or
sentencing ranges for individual acts, but instead relies on Article 11(1) of the UN Convention
against Transnational Organized Crime (UNTOC), which requires that sanctions be
proportionate to the gravity of the offense. In the case of legal entities, an additional
requirement applies under Article 10(4) of the Convention, which stipulates that sanctions
must be effective, proportionate, and dissuasive.

The Protocol does not distinguish, in terms of sentencing policy, between the basic and
aggravated forms of the offense—this is left to the discretion of national legislators in the
States Parties. Additionally, the Convention obliges States to enable measures for the
confiscation of proceeds derived from the offense, as well as property used or intended
to be used in the commission of the offense. In contrast to the Protocol, the European
Union’s legal framework, through the Council Framework Decision 2002/946/JHA 4
imposes an obligation on EU Member States to provide for maximum prison sentences of up
to eight years in more serious cases—such as when the offense involves financial gain, is
committed within a criminal organization, or endangers the lives of smuggled persons. The
Directive further requires the possibility of confiscating assets used to commit the offense.
Although these obligations do not apply to countries outside the EU, they represent relevant
standards for countries in the process of aligning with EU legislation.

4 Council Framework Decision 2002/946/JHA on strengthening the penal framework to prevent the facilitation of
unauthorized entry, transit, and residence.
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Table 2: Comparative Table of Sentencing Ranges in Bosnia and Herzegovina,
Montenegro, and Serbia

Form of the Offense Prescribed
Prison Sentence
BiH Article 189 (1) — Basic form 1-10 years
Article 189 (2) — Basic form 6 months — 5 years

Article 189 (3) — Aggravated form | 3 — 15 years

Article 189 (4) — Aggravated form | 3 — 15 years

Article 189 (5) — Aggravated form | At least 5 years

Article 189 a (1) — Aggravated | At least 3 years

form
Article 189 a (2) — Aggravated | At least 1 year
form
Montenegro Article 405 (2) — Basic form 3 months —5 years
Article 405 (3) — Aggravated form | 1—10 years
Serbia Article 350 (2) — Basic form 1-8 years
Article 350 (3) — Aggravated form | 2-12 years
Article 350 (4) — Aggravated form | 3-15 years

Compared to the standards established in Council Framework Decision 2002/946/JHA, which
requires Member States to prescribe prison sentences of up to eight years for more serious
forms of migrant smuggling—namely when the offense is committed for financial gain, by an
organized criminal group, or in a manner that endangers the life of the person smuggled—it
can be concluded that the legislation of all three countries is formally aligned with these
minimum requirements, albeit with certain differences in terms of sentencing ranges, minimum
penalties, and differentiation between offense types. For instance, Serbia prescribes a
maximum sentence of eight years for the basic form of the offense, thereby meeting the
minimum EU standard. Aggravated forms are punished more severely, up to 15 years, in
accordance with the seriousness of the circumstances. Bosnia and Herzegovina has the most
elaborate system of sentencing provisions, with penalties ranging from six months to 15 years,
depending on the form of the offense. The basic form can carry up to 10 years of imprisonment,
while the aggravated forms are clearly differentiated, with particularly high minimum sentences
when there are elements of violence, death, or child victims. This approach is stricter than the
EU standard and reflects a strong penal policy. Montenegro has the lowest sentencing
thresholds for the basic form—from three months to five years—while the aggravated form
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carries a sentence of up to 10 years, reaching the EU standard only in the most serious cases.
Compared to Serbia and BiH, Montenegro’s penal framework appears more lenient, especially
regarding the basic forms.

2.3. Prohibition of Criminal Prosecution of Smuggled Migrants

Regarding the application of Article 5 of the Protocol, which prohibits the criminal
prosecution of migrants for having been the object of smuggling, the legal frameworks of the
three analyzed countries adopt different approaches.

In Bosnia and Herzegovina, unlike Article 186 of the Criminal Code, which in paragraph 10
explicitly states that victims of human trafficking shall not be prosecuted for offenses
committed as a consequence of being trafficked, no such explicit provision exists for the
offense of migrant smuggling under Article 189 or for organizing smuggling under Article 189a.
However, based on the definitions and legal constructions (e.g., "who with intent...," "who
obtains benefit...," "who organizes..."), it is clear that the migrant, as the object of the offense,
cannot fulfill the legal elements of a perpetrator, and thus cannot be held criminally liable under
those provisions. In this way, although not explicitly stated, the substantive prohibition under
Article 5 of the Protocol is respected.

In Montenegro, the legal framework more explicitly recognizes the protection of smuggled
migrants, particularly in cases involving victims of human trafficking. Article 54 of the Law on
Foreigners provides for a 90-day reflection period for deciding whether to cooperate with the
authorities, while Article 55 states that foreigners with humanitarian residence cannot be
deported due to illegal entry or stay. In addition, minors who are victims of trafficking are
protected from return to countries where they may face danger. Although Article 405 of the
Criminal Code prescribes a sentence of up to one year for violent border crossing without
authorization, amendments to the Criminal Code from December 2023 (Article 444) clearly
state that victims of trafficking who were coerced into participating in criminal activity shall not
be punished. This enables the protection of smuggled migrants in cases where there is overlap
with trafficking in human beings, significantly aligning the domestic framework with Article 5 of
the Protocol.

While the Criminal Code of the Republic of Serbia does not contain an explicit provision
prohibiting the prosecution of smuggled migrants—unlike the provision for trafficking victims
under Article 388, paragraph 6—the lack of criminal liability for smuggled individuals derives
from the construction of the offense in Article 350. Since criminal responsibility is attributed
exclusively to the person who enables or assists the unlawful entry, stay, or transit of foreigners
for gain, the migrant as the object of these acts does not meet the legal criteria of a perpetrator.
Thus, despite the absence of an explicit rule, compliance with Article 5 of the Protocol is
effectively ensured in practice, as smuggled migrants are not held criminally liable.

#=Norway  goBalons  HCPCD  BY Eii @i



i e ‘ :”.
%ﬁ 4%P C?RADANSKA

VASA PRAVA BiH EHU PA ALIJANSA .

Legal Aid Netwaork

2.4. Information Exchange

In all three countries, the exchange of information related to migrant smuggling is carried out
at the institutional level between competent authorities (police, prosecution offices,
immigration services) and in cooperation with international mechanisms (e.g., Interpol,
Europol, SELEC). Additionally, information exchange among neighboring Western Balkan
countries functions through bilateral and regional police cooperation but remains fragmented
and dependent on operational priorities. According to Article 10 of the Protocol
supplementing the UN Convention against Transnational Organized Crime, States
Parties are required to exchange information concerning: the identity and structure of
organized criminal groups, their smuggling methods and means, routes used, misuse of
identification and travel documents, as well as new trends and operational patterns. The aim
of this obligation is to strengthen an effective and coordinated response to transnational
migrant smuggling networks.

In practice, however, significant challenges remain regarding timely, two-way, and systematic
information exchange. Improving cross-border data sharing is considered essential for more
effective efforts to combat smuggling and the operations of organized criminal groups. This
need was recognized at the 4th Annual Regional Meeting of Key Western Balkan Stakeholders
in the Fight Against Migrant Smuggling and Human Trafficking®, where one of the conclusions
was that countries in the region should develop interoperable digital platforms to enable faster
and more secure data exchange. Such cooperation would support the identification of
trafficking and smuggling patterns, enhance regional prevention strategies, and improve
responses to cases of labor exploitation.

Although the role of civil society organizations (CSOs) in information sharing is not
institutionally regulated, CSOs working directly with migrants often have access to crucial field-
level data—on routes, incidents, violence, and the actions of smuggling networks. With the
establishment of formal cooperation mechanisms and data protection safeguards, CSOs could
play a complementary role in forwarding information relevant for identifying patterns and
preventing smuggling.

2.5. Other Preventive Measures — Article 15

In accordance with Article 15 of the Protocol, States Parties are obliged to implement a
broad range of preventive measures, including: raising public awareness that smuggling is a
criminal activity linked to organized crime and serious risks for migrants; cooperation in public
information campaigns to prevent potential migrants from becoming victims; and the

5 The Annual Regional Meeting of Task Forces from the Western Balkan countries was held from April 7-8, 2025, in
Budva, organized by the IOM.
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development of social and economic policies addressing the root causes of migration,
particularly poverty and underdevelopment.

In practice, however, Bosnia and Herzegovina, Montenegro, and Serbia do not have formal
national strategies for implementing these measures in the context of migrant smuggling. In
Bosnia and Herzegovina, public information activities targeting migrants are almost
exclusively conducted by civil society organizations through multilingual brochures, field
work, and digital campaigns. In Montenegro and Serbia, institutional measures are limited
and fragmented, and public awareness campaigns remain insufficient. There are no specific
preventive actions focused on countering smuggling through digital technologies, despite
the growing significance of this channel for organized criminal groups.

Civil society organizations already play a key role in informing and supporting migrants
and could, with institutional recognition and support, actively contribute to the implementation
of Article 15—both through direct communication with migrants and through cooperation with
local communities and public institutions in raising awareness, gathering data, and creating
preventive interventions.

2.6. Protection and Assistance Measures (Implementation of Article 16 of the Protocol)

Given the risk of human rights violations faced by migrants during smuggling operations, it is
particularly important to ensure compliance with international human rights law. The Protocol
obliges States Parties to take specific measures to identify persons who have been smuggled,
provide them with appropriate support and protection, and ensure respect for their
internationally recognized rights, especially the right to life and protection from torture or other
cruel, inhuman, or degrading treatment or punishment. The right to life includes not only the
prohibition of arbitrary deprivation of life but also the state’s positive obligation to take
appropriate measures to protect individuals whose lives may be at risk. The conditions under
which smuggling typically occurs may endanger the physical and psychological health of
migrants, and in some cases, the level of risk is such that the absence of emergency medical
assistance could amount to a violation of the right to life or the prohibition of torture. Moreover,
the fact that a person consented to be smuggled does not necessarily mean they consented
to the manner of treatment to which they were subjected during the smuggling process.
Smuggled migrants are a highly vulnerable group, often at serious risk of exploitation; it
frequently happens that they begin their journey as smuggled migrants but become victims of
human trafficking along the way. As irregular migrants, they are subject to criminal prosecution
and further vulnerable due to the constant threat of detection by authorities. It is important to
note that the personal safety of these individuals is often compromised, as smugglers
frequently seize their personal belongings, including money and documents. In accordance
with Article 16(3) of the Protocol, a State Party must take into account that persons who have
been smuggled may have also been victims of criminal offenses during the smuggling process
and must accordingly provide appropriate assistance. As outlined in the Model Law against
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the Smuggling of Migrants, depending on the specific case, assistance to smuggled migrants
whose life and safety are at risk may include: ensuring physical safety, providing emergency
medical and humanitarian assistance and offering legal assistance in procedures aimed at
protecting violated or threatened rights.

States are also obligated to take appropriate measures to protect migrants from violence that
may be committed against them by individuals or groups due to the fact that they were
subjected to smuggling. According to supplementary UNODC guidelines, the standard of
“appropriate protection” is interpreted flexibly, in accordance with the specific context of each
country. These measures aim to support smuggled individuals once they arrive in the
destination country or once they have been identified, in order to prevent their further
victimization. The Model Law provides that the content of protective measures should be
defined at the national level, taking into account the types of violence smuggled migrants are
exposed to, the circumstances under which such violence may occur, the communities and
individuals who may be affected, and the means of implementing those measures. In
designing and applying the measures, special attention must be given to vulnerable groups,
including the specific needs of children and women.

Bosnia and Herzegovina implements protection measures through coordinated cooperation
among police agencies, prosecutors, and the Service for Foreigners’ Affairs. Migrants
identified as smuggled persons are interviewed as witnesses in the presence of court
interpreters, after which they are registered and referred to reception centers. In the case of
unaccompanied minors, the center for social work is involved to assign a guardian. If indicators
of human trafficking are present, the Rulebook on the Protection of Foreign Victims of
Trafficking in Human Beings is applied, which provides specific identification and protection
procedures. The protection system relies on a functional referral mechanism and institutionally
delineated responsibilities, which represents a positive step toward aligning with Protocol
standards.

Montenegro has incorporated a multi-layered protection mechanism for smuggled migrants
into its domestic legal framework. The Law on Foreigners and the Law on International and
Temporary Protection stipulate that migrants who are victims of smuggling are not subject to
criminal prosecution but are treated as witnesses or protected persons. A reflection period and
the right to reside during proceedings are provided. For minors, there are special procedures
in cooperation with social work centers and NGOs. The legal framework is supplemented by
strategic documents, including the Strategy on Migration and the Reintegration of Returnees
(2021-2025), which indicates a systemic focus on strengthening institutional response.

Serbia implements Article 16 through a combination of legislative provisions, institutional
capacities, and strategic plans. The Criminal Procedure Code includes mechanisms for the
protection of vulnerable and protected witnesses, including a ban on intimidation, the granting
of “particularly vulnerable witness” status, and the application of measures under the Witness
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Protection Program. Migrants who cooperate with authorities may be granted temporary
residence on humanitarian grounds (Foreigners Act, Articles 61 and 64), although the law
lacks detailed provisions on the rights and obligations during such residence, potentially
resulting in legal uncertainty. Additionally, the National Judicial Reform Strategy and its
accompanying action plans envisage the development of a support services network for
witnesses and victims. The role of civil society organizations in providing psychosocial and
informational support to smuggling witnesses has also been identified as a potentially valuable
resource in empowering migrants' role in criminal proceedings.

In all three analyzed countries, there has been progress in strengthening the normative and
institutional mechanisms for the protection of smuggled migrants. However, significant
differences remain in the scope and accessibility of protection measures, the level of civil
society integration, and compliance with UNODC recommendations. Further progress
requires a systemic approach to developing individualized protection measures, the
introduction of standardized identification protocols, provision of long-term accommodation
and access to basic rights, and full respect for the principles of proportionality, equality, and
the best interests of individuals subjected to smuggling.

2.7. Cooperation and Information Exchange (Implementation of Article 17 of the Protocol)

In accordance with Article 17 of the Protocol against the Smuggling of Migrants, States Parties
are encouraged to conclude bilateral and regional agreements and arrangements to enhance
cooperation in combating this type of crime. According to the interpretation provided in the
Model Law against the Smuggling of Migrants and the accompanying Legislative Guide, the
purpose of this article is to establish a legal basis for formalized, institutional, and operational
cooperation, including mechanisms such as joint investigation teams, protocols for the
exchange of operational data, shared databases, and coordinated operations of police and
judicial authorities . The Model Law specifically recommends that national legislation
authorize competent institutions to conclude such agreements and define within them the
practical aspects of cooperation in specific smuggling cases’.

It is important to note that this obligation is substantively different from the one established
under Article 10 of the Protocol, which pertains to the exchange of general information and the
provision of training as preventive tools in the fight against smuggling. While Article 10
encourages states to share knowledge on modus operandi, routes, and document forgery
techniques, and to develop expert capacities through international trainings and experience
exchange 8, Article 17 focuses on legally binding and operationally targeted forms of

6 Legislative Guide for the Implementation of the Protocol against the Smuggling of Migrants by Land, Sea and Air,
UNODC, 2004, paragrafi 92-96.

7 Model Law against the Smuggling of Migrants, UNODC, 2010, ¢lanovi 37 i 38.

8 Ibid., paragrafi 149-153 (komentari uz ¢lanove 29-31 koji se odnose na razmenu informacija i izgradnju kapaciteta).
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cooperation. In other words, while Article 10 operates at a strategic and preventive level,
Article 17 requires concrete institutional responses and law enforcement mechanisms in real-
time, aimed at effectively prosecuting smuggling cases that cross national borders.

Table: Implementation of Article 17 in Serbia, Bosnia and Herzegovina, and Montenegro

Element Serbia BiH Montenegro
Existence of | Yes — with BiH, | Yes — bilateral | Yes — bilateral
bilateral and | Montenegro, North | agreements with | agreements with
regional Macedonia; Serbia, Montenegro, | EUROPOL, Frontex,
agreements readmission and | and Croatia; | UNHCR, and I0M;
legal assistance; | prosecution membership in
operational protocols on | MARRI and SELEC,;
cooperation through | cooperation in | legal assistance
Frontex, EUROPOL, | combating serious | through the
SELEC. crime; reliance on | European
legal assistance | Convention; use of
under the European | the Convention on
Convention on | Cybercrime in cases
Mutual Assistance in | involving digital
Criminal Matters. evidence.
Operational real- | Established SIENA, | Exists — SIENA and | Use of SIENA and
time information | INTERPOL, SELEC | INTERPOL INTERPOL channels
exchange channels; Ministry of | channels; exchange | via member
Interior units | with EUROPOL and | institutions;
focused on | through OTF Zebra; | exchange within
combating operational data | Frontex joint
smuggling; exchange via the | operations and
participation in OTF | Service for | SELEC; no recorded
operations Foreigners’  Affairs | contribution of CSOs
(including OTF | and border police | or other actors in
Zebra). units; information
communication also | exchange.
through SELEC.
Zajednicki istrazni | Present - JITs | Ad hoc — | Present -
timovi i operativni | through participation in JITs | participation in JITs
centri EUROJUST; and joint | supported by
operational groups | investigations with | EUROJUST,
comprising Mol- | Montenegro and | operational
Republic Public | Croatia; operational | cooperation with
Prosecutor’s Office— | centers established | EUROPOL and use
prosecutors; periodically via OTF | of international legal
established centers | Zebra and other | assistance to gather
for cooperation in | working groups with | digital and personal
operational EUROPOL support; | evidence from
investigations. focus on swift | abroad; focused on
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coordination among | detection and
prosecutors. evidence-gathering
in cross-border
cases.
Institucionalizacija | Present — National | Partial — | Present -
saradnje i | contact point for | communication institutional
mehanizmi praéenja | EUROPOL,; Anti- | relies on local field | cooperation with
Smuggling offices of the Service | EUROPOL and
Department in Mol; | for Foreigners’ | EUROJUST,
permanent working | Affairs and border | national contact
groups with  the | units; lacks a | points and
Republic Public | centralized coordination  within
Prosecutor and | coordination regional projects and
prosecutors; structure, but ad hoc | forums (MARRI,
functional mechanisms SELEC); operational
operational centers. | function in | integration into
cooperation with | international
international initiatives such as
partners. Frontex joint

operations.
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[l National Mechanisms for Combating Smuggling, Especially in Relation to
Digital Technologies

Combating migrant smuggling in today’s context increasingly requires a transformation of
institutional responses, particularly in addressing challenges posed by digitalization. Although
all three analyzed countries formally commit to combating smuggling, their responses to the
digital dimensions of this phenomenon remain fragmented and insufficiently articulated both
normatively and institutionally.

In Bosnia and Herzegovina, despite the existence of certain institutional structures for
combatting smuggling—such as the Operational Group composed of representatives of the
BiH Prosecutor’s Office, SIPA, Border Police, and other competent bodies—there is a lack of
an effective and systemic response to the challenges of the digital environment. This group
operates without a clearly defined legal status, lacking legislative or sub-legislative regulation,
relying solely on informal cooperation. The lack of transparency in its work, absence of publicly
available meeting records, and no obligation for regular reporting further hinder institutional
oversight and the evaluation of effectiveness in addressing digitally facilitated smuggling.
From a technical standpoint, BiH lacks a unified information system that would allow real-time
tracking of digital traces, and there is no legal framework obligating internet service providers
to preserve and deliver metadata relevant to investigations. Unlike EU member states that
apply the Data Retention Directive, BiH has no analogous mechanism, making the collection
of digital evidence significantly more difficult. Additional challenges include the lack of
standardization in digital records and the absence of interoperability between the information
systems of various agencies. Institutions involved in investigations often function in
institutional isolation, without information sharing, leading to lost leads, duplicated efforts, and
reduced investigation efficiency.

Montenegro also lags in the development of specific operational mechanisms to combat
smuggling carried out via digital means. Although the Police Directorate formed mixed
operational teams in November 2024 to dismantle migrant smuggling networks—including
officers specialized in high-tech crime—the lack of targeted training and specialization in this
field limits the scope and effectiveness of their work. The use of digital tools in procedures is
largely confined to the forensics phase involving seized devices, with no prior strategic
monitoring of digital channels used to organize and direct smuggling operations. A positive
step in Montenegro, however, is the plan of the Asylum Directorate of the Ministry of Interior
to incorporate questions during asylum interviews regarding the use of digital tools during
migration. This initiative, which aims to gather information on apps, forums, social networks,
and other digital tools used during the journey, could contribute to identifying smuggling
network patterns and enhancing the analytical capacities of competent authorities, while
protecting individuals who may be victims.
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In the Republic of Serbia, there are certain institutional and technical capacities for combating
high-tech crime, particularly through specialized units within the Ministry of Interior and the
Prosecutor's Office for Organized Crime. However, despite these capacities, the digital
component of migrant smuggling remains underrecognized and unaddressed in the current
strategic and legal frameworks. The National Strategy for Combating High-Tech Crime for the
period 2019-2023, which has now expired, did not identify migrant smuggling as a distinct
form of criminal activity increasingly conducted through digital communication and
organizational tools. The strategy focused mainly on areas such as financial cybercrime,
online child sexual exploitation, and attacks on information infrastructure, while the smuggling
phenomenon remained outside its scope and analytical consideration.

Given that a new national strategy and accompanying action plan for combating high-tech
crime are currently being developed, there is an important opportunity to enhance the strategic
response. The new strategic documents should recognize the growing interconnection
between migrant smuggling and the use of digital technologies, and take into account security
findings indicating the increasing overlap between high-tech crime and smuggling activities.
This is supported by findings from the Serious and Organized Crime Threat Assessment
(SOCTA), which highlight the widespread use of digital tools and technologies in criminal
offenses—including tools for anonymous communication (VPN, TOR networks), CGNAT IP
address ranges that hinder user identification, and cryptocurrencies used for illicit
transactions.® Although these findings primarily target high-tech crime, they are highly relevant
for understanding the dynamics of contemporary smuggling, which increasingly uses the same
mechanisms for organization, payment, and evading detection. Integrating the digital
dimensions of migrant smuggling into the new strategic framework would contribute not only
to the formal expansion of the definition of high-tech crime but also to strengthening the
capacities of competent institutions for developing operational tools and specialized
procedures in the field of digital forensics. This would create the foundation for more effective
identification and prosecution of networks that use digital channels for migrant recruitment,
dissemination of route and border-crossing information, and organizing transport and logistics
via messaging apps and encrypted platforms.

In addition, the existing procedures for processing migration cases—both at the operational
and administrative levels—currently do not adequately integrate systematic examination of
the digital aspects of migration flows. In this regard, there is room to introduce targeted
interviews and analytical tools during the processing of asylum applications or other forms of
status that would explore the use of digital means during migration. These questions could
include, for example, which apps, social networks, forums, or other platforms were used to
obtain information about the journey, contact smugglers, find accommodation, or cross

9 SOCTA - Threat Assessment Report on Organized Crime in the Republic of Serbia 2023, Ministry of Interior of
the Republic of Serbia - Criminal Police Directorate, Belgrade, 2023, p. 47, p. 123.
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borders. Such an approach, while respecting the rights and protection of persons potentially
exposed to exploitation, would enable a better understanding of how smuggling networks
operate within the digital space.

In this context, the inclusion of civil society organizations (CSOs)—which maintain daily
contact with migrants and possess valuable insights into their experiences and patterns of
movement and communication—could be important for institutional mechanisms aimed at
countering the facilitation of irregular migration. Drawing on the data and information collected
by these organizations in the field, in combination with institutional analysis and security
assessments, could significantly enhance the overall capacity for early detection of digitally
mediated forms of smuggling and for creating effective protection mechanisms. Mechanisms
based on cross-sectoral cooperation, horizontal information sharing, and recognition of the
contributions of all relevant actors represent a sustainable and strategically grounded path
toward strengthening institutional resilience to new forms of crime accompanying the digital
transformation of migration movements.

A common denominator across all three countries is the absence of clear strategic positions
aimed at integrating digital forensics, inter-institutional cooperation, and normative regulation
of the digital environment in the fight against migrant smuggling. In the absence of legal
mechanisms mandating the preservation and exchange of digital evidence, without binding
inter-agency cooperation protocols, and lacking investment in continuous training and
technical infrastructure, the institutional response to the digitalization of smuggling remains
reactive, fragmented, and insufficiently effective. This points to an urgent need to improve
strategies that address the digital challenges of smuggling through legislative reforms, the
development of interoperable systems, and the creation of specialized operational capacities.

IV Challenges in Implementing and Enforcing the Legal Framework for
Combating Migrant Smuggling in the Digital Context

Effective implementation of the legal framework for combating migrant smuggling—particularly
given the growing use of information and communication technologies by smuggling
networks—faces numerous legal, operational, and technical challenges in the countries
analyzed. These challenges point to the need for deeper integration of the digital dimension
of smuggling into legislative instruments, strengthening the capacity of relevant institutions,
improving cross-border cooperation, and developing appropriate technological infrastructure.

In Bosnia and Herzegovina, a key challenge is the lack of automated and interoperable
information exchange systems between key institutions such as SIPA and the Border Police.
There is also no single point of contact for urgent international requests for digital evidence,
with cooperation often occurring informally. Moreover, the absence of joint training and

SMART
EE NO"\NaV a‘ Balkans

and Mediation

Institute e
Pc D W for Democracy CCCRPM ‘Tﬁf"’
tar 2a promocijucivilnog druitva p——



4'8'5 A2
&‘EB 4 C?RADANSKA

VASA PRAVA BiH EHU PA ALIJANSA .

Legal Aid Netwaork

thematic annexes regulating the exchange and processing of digital data significantly limits
the effectiveness of cross-border cooperation and real-time responses.

Montenegro faces similar challenges. The current legal framework does not elaborate
specific modalities of execution that involve the use of information and communication
technologies, and the provisions on covert surveillance are not fully adapted to digital
environments. Institutional capacities are limited, coordination between agencies needs
improvement, there is a lack of continuous training, and only a small number of specialized
teams exist. Technological obstacles include a lack of tools for OSINT analysis, crypto-
forensics, predictive analytics, and automated mechanisms for detecting suspicious activity
on digital channels. There is no registry of high-risk platforms nor a legal obligation for
domestic providers to submit data relevant to investigations.

In Serbia, although specialized departments for combating cybercrime and organized crime
exist, the digital aspect of migrant smuggling is still not systematically integrated into normative
and operational mechanisms. There are no specific legal qualifications that encompass
digitally facilitated smuggling, and access to e-evidence remains fragmented and reliant on
sectoral initiatives. Operational cooperation between migration, organized crime, and
cybercrime departments is not formalized, and data exchange occurs without a unified
information system. While technical resources for digital forensics and communication
analysis exist, they are underutilized in smuggling cases. There is a lack of systematic
preventive campaigns aimed at debunking smuggling messages in the digital space and no
monitoring mechanisms for content in the languages of high-risk migration routes.

A common challenge across all three countries is the insufficient linkage between the anti-
smuggling and cybercrime sectors. On the other hand, the technological advancement in the
use of digital tools by organized criminal groups engaged in migrant smuggling simultaneously
represents a significant resource for combating this form of crime. Practice shows that digital
tools, when used lawfully and properly, greatly aid in gathering operational and procedural
evidence, identifying suspects, and reconstructing criminal networks.

One of the most important instruments in this context includes special investigative
measures, such as technical surveillance of communications, covert tracking and recording,
mobile device location, and the use of advanced digital forensic techniques. The use of
drones, ANPR cameras (Automatic Number Plate Recognition), technical devices for tracking
vehicles and individuals, and geolocation of mobile phone base stations is becoming standard
operational practice in cases of (organized) crime. These methods enable discreet but
continuous monitoring and documentation of criminal group activities.

In addition, specialized cyber units within police and judicial institutions play a key role in
detecting, preserving, and analyzing digital traces—from mobile devices and computers to
cloud services and closed digital networks. A defining characteristic of digital evidence is its
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distributed nature, rarely stored in one physical location, requiring a holistic approach from the
start of an investigation. This type of work bridges the Protocol against the Smuggling of
Migrants with the Convention on Cybercrime, since both instruments—though normatively
separate—increasingly require coordinated efforts in practice to identify and prosecute
offenders. Likewise, the active online presence of law enforcement agencies, including
social media monitoring, digital extraction of mobile phone content, and cooperation with
internet providers and tech platforms, allows for timely identification of smuggling schemes
and high-quality evidence collection. In this way, the internet and digital technologies are not
merely spaces of abuse but also powerful tools for preventing and combating smuggling
networks, thereby affirming their positive role in protecting migrants and ensuring
security.

V Recommendations

¢ ltis recommended that all aggravating circumstances arising from the Protocol against
the Smuggling of Migrants be clearly and explicitly incorporated into the criminal law
framework. In particular, migrant smuggling facilitated by digital technologies should
be legally recognized as an aggravating circumstance, in order to assist investigative
bodies in identifying and qualifying the degree of criminal conduct within the domain of
cybercrime—leading to the application of stricter penalties.

e Align national legislation with the Council of Europe Convention on Cybercrime
(Budapest Convention) and its additional protocols.

e Fully harmonize the domestic legal framework with EU directives, especially:

o The E-Evidence Regulation;

e The Directive on border protection and oversight of crypto transactions.

o Clarify procedural rules that enable the use of digital traces as valid evidence, along
with appropriate safeguards.

e Establish and strengthen a multisectoral operational approach by forming specialized
teams for digital investigations and forensics within police and prosecutorial services.

e Ensure continuous training of police officers, prosecutors, and judges in the
identification, collection, preservation, and presentation of digital evidence.

e Organize annual simulation exercises ("tabletop exercises") on the theme of smuggling
as a digital service.

o Enhance the technical capacities of investigative bodies, particularly in the use of
OSINT tools, crypto-transaction analysis, and digital forensics of protected devices.

o Develop new applications with Al components that scan content on social media for
human smuggling indicators.

e Strengthen bilateral and multilateral cooperation with international institutions and
agencies.

H= Norway  5¢ Balians

Institute e
c D N for Democracy CCCRPM ‘Tﬁ"’”
promecijucivilasg drugtva p——

and Mediation




m‘
&_Eh qu ) (?RADANSKA

VASA PRAVA BiH GHUFA ALIJANSA .

Legal Aid Metwork

e Consider mechanisms for formalization of the role of civil society organizations (CSOs)
in the early warning system, victim identification, and information sharing through
legally grounded cooperation protocols, confidentiality mechanisms and data
protection.

e Launch digital information campaigns targeting migrants in high-risk languages, as well
as campaigns directed at the local population to raise public awareness about the
criminal liability associated with migrant smuggling.
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Metodologija za analizu odnosa obaveza drzave potpisnice Konvencije o
visokotehnoloskom kriminalu sa pravnim okvirom suzbijanja krijumcarenja
migranata

| Uvod (Povezanost sajber kriminala i krijumcarenja migranata)

— Kratak pregled kako visoka tehnologija omogucava i olakSava krijumcarenje migranata
iz ugla nacionalnog konteksta (npr. regrutacija preko drustvenih mreza, enkriptovana
komunikacija, online plaéanja idr.).

— Razlozi zbog kojih se regulativa o visokotehnoloskom kriminalu moZe primeniti na
suzbijanje krijumcarenja migranata.

Il Obaveze drzava prema Konvenciji o visokotehnoloskom kriminalu

— Obrazlozite kriminalizaciju specifi¢nih oblika sajber kriminala, na nacionanom nivou,
koji mogu biti relevantni za krijumcarenje migranata, npr:
o Neovlas¢en pristup informacijama (npr. hakovanje baza podataka sa viznim
dokumentima, lazno predstavljanje na mrezi).
o Kompjuterske prevare i finansijske zloupotrebe (koris¢enje laznih viza i
dokumenata).
o Zloupotreba enkriptovanih platformi za ilegalne aktivnosti.

— Polazedi sa jedne strane od inicijalnog istrazivanja o modus operandi krijumcarenja
migranata a gledajuéi definicije krivicnih dela iz Konvencije o visokotehnoloskom
kriminalu, da li se prilikom preduzimanja radnje izvrSenja krijumcéarenja migranata
preduzimaju radnje koje bi se mogle okvalifikovati kao elementi nekih od krivicnih dela
predvidenih Konvencijom?

— ObrazlozZite procesne obaveze drzave prema Konvenciji o visokotehnoloskom kriminalu
— Medunarodna saradnja u razmeni informacija i sprovodenju istraga kako se sprovodi
na nacionalnom nivou

Il Pravni okvir suzbijanja krijumcarenja migranata

1. Protokol protiv krijumcéarenja migranata kopnom, morem i vazduhom

o Opisite da li je i na koji nacin u nacionalni pravhom okviru inkorporirana definicija
krijumcarenja migranata u skladu sa Protokolom protiv krijumcarenja migranata
kopnom, morem i vazduhom (u daljem tekstu Protokol) i Konvencijom Ujedinjenih
nacija protiv transnacionalnog organizovanog kriminala

o dallisuinkriminisane sve radnje izvrSenja u skaldu sa Protokolom (opisite za svaku
posebno radnju izvrSenja na koji nacin je inkorporirana-kao koje krivi¢no delo, da li
sa savim elementima kao $to je opisano u Protokulu)



o dallijeina koji na¢in u nacionalnom pravnom okviru obezbedeno da krijumcareni
migranti ne odgovaraju za Cinjenicu da su predmet izvrSenja radnji koje su
inkriminisane kao krijumcarenje migranata (¢lan 5 protokola)

o daliseinakoji nacin sprovodi razmena informacija (obaveze iz ¢lana 10 Protokola).
Da li bi organizacije civilnog drustva mogle da obezbede neke od ovih informacija
(odnosno da li vidite i na koji nacin ulogu OCD kao neko ko moZe neke od ovih
informacija da proslede nadleznim drzavnim organima i na koji nacin)

o da lii na koji nacin nacionalni pravni ili isntitucionalni okvir implementira ‘Druge
preventivne mere’ shodno ¢lanu 15 Protokola (da li vidite i na koji nacin da bi OCD
mogle da podrze nadlezne organe u sprovodenju ovih preventivnih mera)

o koje mere pomodi (kako u okviru pravnog okvira, ali i okvira javnih politika i
institucionalnog okvira) je drzava preduzela da bi ocuvala i zastitila prava lica koja
su bila predmet radnji krijumcarenja, shodno obavezama iz ¢lana 16 Protokola

o koji sporazumi i aranZmani su na nacionalnom nivou usvojeni/doneti da bi se
inkorporirala obaveza iz ¢lana 17 protokola.

2. Nacionalni zakonodavni okvir (definicije krivicnog dela, i srodnih krivicnih dela,

sistem zastite krijumc&arenih migranata (kako svedoka u postupcima, Zrtava drugih

krivicnih dela koje se predzimaju u vezi sa krijumcarenjem), dokazne radnje i

mogucnost koriséenja elektronskih dokaza, i dr.)

- Bitno je da ovaj segment ne sadrZi samo pobrojavanje vec¢ da bude predstavljen u

formi kratke analize sa naglesenim aspektima koji su navadeni u zagradi

3. Nacionalni mehanizmi za borbu protiv krijumcarenja, posebno u vezi sa digitalnim
tehnologijama

3.1. Koordinacija sa drugim akterima u pogledu suzbijanja krijumcarenja migranata
(obrazlozi postojece institucionalne mehanizme razmene informacija na nacionalnom
nivou izmedu kljuc¢nih aktera, primera radi udarne grupe, memorandumiisl. )

4. Primer pravnosnaZno okoncanog slucaja u kojima su digitalni alati koriséeni za

olaksavanje krijumcarenja migranata (koji dokazi su koris¢eni, preduzete dokazne

radnje, da li je bilo sticaja vise krivicnih dela, u slucaju da nije bilo sticaja krivi¢nih dela

da li se okolnost koris¢enja digitalnih alata na neki nacin odrazilo na utvrdivanje

postojanja kvalifikovanogq oblika krivicnog dela krijumcarenja ljudi, i dr)

IV Analiza preklapanja i razlika izmedu obaveza iz Konvencije o visokotehnoloskom
kriminalu i pravnog okvira za suzbijanje krijumcarenja migranata ( samo G484)

V lzazovi u implementaciji i sprovodenju

- opisati pravne, opertivne i tehnicke izazove u sprovodenju pravnog okvira suzbijanja
krijumcarenja migranata, posebno upotrebe visoke tehnologije u slucajevima
krijumcarenja migranata



VI Preporuke za unapredenje integracije ovih pravnih okvira (iz ugla nacionalnog konteksta)
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